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MOJEJIb YI'PO3 BE3OITACHOCTH NEPCOHAJIBHBIX TAHHBIX B
NHOPOPMAIIMOHHOU CUCTEME INEPCOHAJIBHBIX TAHHBIX

1. O6uiue noJioKeHUus
Hacrosimass Mogenp yrpo3 0e30macHOCTH NEpPCOHAJIbHBIX JaHHBIX (Janee — Mopens yrpos), B
MH(OPMALIMOHHON CHCTEME IMEePCOHATIbHBIX MaHHBIX MHIMBHAYyalnbHBIM npeanpuHuMarens I'opH
Haranbs EBrennesna (nanee — UCII/IH), pa3paboTaHa Ha OCHOBaHWH CIIEAYIOIINX JOKYMEHTOB!
— @enepanpublit 3ak0H OT 27.07.2006 1. Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX»;
— Meroauka onenku yrpo3 6ezonacuoct nHpopmanuu (yr8. ®CTIK Poccun 05 pespans 2021 r.);
— ba3zoBas Mozenp yrpo3 0e30HacHOCTH MEPCOHANBHBIX JAHHBIX MpU HX 00paboTke B
MH(OPMAIMOHHBIX CHCTEMax NepcoHanbHbIX AaHHBIX» (yTB. PCTOK Poccum 15 despans 2008 r.);
— IlocranoBnenue IlpaBurtenscrBa Poccuiickoit ®enepanuu ot 01.11.2012 r. Ne 1119 «O6
YTBEP)KICHUM TpeOOBaHMM K 3allMTe€ NEPCOHAIBbHBIX JaHHBIX MpH HUX 00paboTke B
MH(POPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX TaHHBIX).
Mogenp yrpo3 Hcmons3yercs npu paszpabotke cucrembl 3amuThl I1JH, obecneunBaroriei
HEHTpaIu3aluio MPEANoIaraeMbIX yrpo3 ¢ HMCIOJb30BAHUEM METO/0B U croco0oB 3amuThl [1/]H,
MPEAYCMOTPEHHBIX Il cooTBeTcTBYIOIEro knacca MCII/IH.
OTBeTCTBEHHBIM 32 OOECIIEYeHHE 3allWThl TEPCOHANBHBIX JaHHBIX MHIMBUAYaIbHOTO
npennpuaumarenss ['opn Haransu EsrenbeBnnl (manee - UII) sBasercss OTBeTcTBEHHBIM 3a
0€30MacHOCTh MEPCOHAIBHBIX JaHHBIX, KOTOPBIA Ha3HauaeTcsl MpuKa3oM MHAWBHUIyaIbHOTO

npennpuaumarens I'opn Hatanselh EBrenseBHON.

2. OcHOBHBIE IOHATHSA



Ilepconanvuvie Oannvie — m00as uHPOpMaLMsA, OTHOCALIAasCd K MPsIMO WIH KOCBEHHO
OTIpEICTICHHOMY HWJIHM OmpeAeisseMoMy (GU3NdecKoMy IUIy (CyOBEKTYy MepCOHANBHBIX JTAHHBIX)
(manee — [1]1n);
Ilepconanvuvie Oannvie, pazpeuiennvie cyObeKmom nepCoHANIbHbIX OAHHBIX O PACNPOCMPAHEHUS] —
[EePCOHAJIbHbBIC JaHHbIE, JOCTYIl HEOTPAHUYEHHOT'O KpYra JIMIl K KOTOPhIM IIPEJOCTaBIIEH CyOBEKTOM
MEPCOHAIBHBIX JAHHBIX ITyTEM J]auy COTJIacus Ha 00pabOTKy NEPCOHANIBHBIX JAaHHBIX, pa3pELICHHbBIX
CyObEKTOM TIEpCOHANBHBIX MHAaHHBIX Ui PAcIpOCTpaHEHHs B TMOPSAKE, MPEeIyCMOTPEHHOM
HacrosmuM denepabHBIM 3aKOHOM;
Hnpopmayuonnas cucmema nepconanbHulX OAHHbIX — COBOKYIHOCTb COJEpXKalIUXcsi B 0azax
JTAaHHBIX [IEPCOHAIBHBIX JAHHBIX U 00ECIIEUNBAOLIUX UX 00pa0d0TKY MH(POPMALIMOHHBIX TEXHOJIOTUI
u TexHuyeckux cpencts (nanee — UCI/In);
Aemomamu3zuposannas cucmema — 3TO CUCTEMa, COCTOSIIAs U3 IEpCOHANa U KOMILIEKCa CPEelICTB
aBTOMAaTHU3allUd €ro JEeSTeIbHOCTH U pealu3yeT HHGPOPMALMOHHYI TEXHOJIOTHIO BbIIOJIHEHUS
ycranoBieHHBIX QyHKIMiA (1anee — AC);
Aemomamuzuposanuas uH@GOPMAYUOHHAs cucmema — OSTO COBOKYIMHOCTh TPOTPAMMHBIX U
annapaTHbIX CpPEACTB, NpPEJHA3HAYCHHBIX /U1 XpaHeHHWs W (WIM) YNpaBIEHUS JaHHBIMU U
uHpopManuen, a Takke A Npou3BocTBa BelunciaeHui (nanee — AUC);
Hugopmayuonnas 6Oe3onachocms — 3TO COXpaHEHME W 3alIUTa WH(POpMALlMU, a TaKXKe ee
BAXHEHIIUX 3JEMEHTOB, B TOM YMCIE CUCTEMBbI M 00OpyJOBaHME, TpeAHA3HAUYEHHbIE MJIs
UCIOJIb30BaHUs, cOepexxeHus 1 nepegauu 3toil nuapopmanuu (nanee — Ub);
HCJ/] — HeCaHKIIMOHUPOBAHHBIN JOCTYTI;
1IC3H1 — nporpammHas cucTeMa 3aliiuThl THOpMaIUY;
CBT — cpencTBO BHIYMCIUTEIBHON TEXHUKH;
C® C3I1/]n — cpena pyHKIMOHUPOBAHHSI CUCTEMBI 3aILUTHI IEPCOHAIBHBIX JTaHHbIX;
Cucmema 3auumsol NePcOHANbHBIX OAHHBIX — ITO KOMIUIEKC MEp U MEPOTIPUATUN OpraHU3aliOHHOTO
Y TEXHUYECKOT0 XapaKTepa, HallpaBJIEHHbIX Ha MPOTUBO/ICHCTBUE HECAHKIIMOHUPOBAHHOMY JJOCTYILY
K 3aKpbITOM MH(OPMALIUK C YYETOM aKTyallbHOTO THMa yrpo3 6e3onacHoctu(aanee — C3I1/1H).

3. CocTaB U CTPYKTYpPa NEePCOHAIBHBIX JaHHBIX
3.1. BUCII[ln obpabaTsiBatoTcs CleayIONMe epCOHANbHbIEC JaHHbIE: (hpaMuIusl, HMsI, 0TYECTBO
cy0beKkTa, 1aTa poKIeHus, aipec MeCTOKUTEJIbCTBA MU PerHCTPalluM, ceMeiiHoe M0J10:KeHue,
JAaHHbIE MAacNopTAa.
3.2. B coorBercTBuM ¢ TMl. 6 U 7 «TpeGoBaHui K 3aIUTe MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe
B HH(OPMAIIMOHHBIX CHUCTEMax IEPCOHAIBHBIX MJAHHBIX», YTBEPKIEHHBIX ITOCTAHOBICHHEM
[TpaBurtenscTBa o1 1 HOSIOps 2012 1. Ne 1119 m AKTOM OIICHKM MOTEHIMAJIBHOTO Bpeaa CyObeKTaM

nepconaibHbIX nanHbIX WUI1 I'opH Haranesa EBrenseBHa st nHbopMannonHoi cucremsr Oneparopa



aKTyalbHbl YIpo3bl 0O€30MAaCHOCTH MEPCOHAIBHBIX JaHHbIX 3-ro TUma. C ydé€ToM TOro, 4TO
uHpopmannonHas cucrema Oneparopa oOpabareiBaeT nepcoHayibHbIe faHHble MeHee yem 100 000
CyOBEKTOB MEPCOHATBHBIX JAaHHBIX, HEOOXOIMMO obecredeHrne 4-ro ypoBHS 3alIMIIEHHOCTU
NEePCOHAIbHBIX JAHHBIX PU UX 00paboTKe B HHPOpMaLMOHHOM cucteme Oneparopa.
4. Oo6uee onucanue MHGOPMAIMOHHO-TEXHOJIOTHYECKOI CTPYKTYPBbI
4.1. TlepconanbHble qaHHbIe 0OpadateiBatoTcs WIT I'opn Haranes EBreHbeBHa B ClieyOIINX HETAX:
obecriedyeHrne COOJIIOJCHHUS 3aKOHOJATEIbHBIX M MHBIX HOPMATHUBHBIX IpPaBOBbIX akToB Pd,
JIOKAJbHBIX HOPMAaTHUBHBIX akTOB OmepaTropa; HCIOIHEHUS OO0S3aHHOCTEH, BO3JIOKEHHBIX
3akoHoaarenscTBOM P® Ha Oneparopa, B TOM UUCIIE CBA3aHHBIX C IIPEACTABIEHUEM IEPCOHATBHBIX
TaHHBIX B HaJoroBele opranbl, [lencuonnsii poun Poccuiickoit denepannu, CoHA COIMATHEHOTO
ctpaxoBanus Poccuiickoit ®Penepanun, DenepanbHblii (HOHI 003aTEIHBHOTO MEAUITUHCKOTO
CTPaxOBaHHs, & TAK)KE B UHBIE 'OCYJAPCTBEHHBIE OPTIaHbl; PETYJIMPOBAaHUS TPYJOBBIX OTHOILIEHUN C
paGotHukamu Ormeparopa (TpyAOYCTPOICTBO, KOHTPOJb KOJMYECTBA M KauecTBa BBINOJIHAEMON
paboThI, oOecreueHne COXPaHHOCTH MMYIIECTBA); MCIIOJHEHHs CyACOHBIX aKTOB, aKTOB JAPYTHX
roCy/IapCTBEHHBIX OpPraHOB WM JOJDKHOCTHBIX JIMI[; pealM3allid IpaB U 3aKOHHBIX HHTEPECOB
Oneparopa B paMKax BEACHHUsS BHJOB JEATEIbHOCTH, IPEAYCMOTPEHHBIX JIOKAJIbHBIMU
HOpPMAaTHUBHBIMU akTaMu OniepaTopa, Wi TPEThUX JIUI] JIUOO0 TOCTHUKEHHUS OOIIECTBEHHO 3HAYMMBbIX
LENEH.
4.2. UII I'opn Haranes EBrenbeBHa nMeeT COOCTBEHHYIO JIOKAJIbHYIO BBIUHCIUTENIBHYIO C€Th, K
KOTOPOM MOJKIII0YEHBI 0a3bl JaHHBIX WH(OpPMAIMH, COJIepKalllue NEePCOHAIbHbIE JAHHBIE TPAXKAAH
P® no cnenyromemy aapecy: 141701, MockoBckas 00:1., T. Jonronpyaasiid, yi. JupuxadenbHasi, 1.
6, kopr.2, kB. 33.
4.3. loctyn B opuc WIT I'opn Hatanmeum EBreHbeBHBI OCYIIECTBISETCS OJHUM W3 CIEAYIOIINX
CIIOCOOOB:
— BXOJ PY TOMOIIM MEXaHUUYECKOTO CPECTBA 3aIIUThI OT B3JIOMA.
4.4. CpencTBa 3alllUThl B BUJI€ AaHTUBUPYCHOM MPOrpaMMbl YCTAHOBJIEHBI HAa pabOYMX MecTaxX M Ha
cepBepax UIT I'opn Haransu EBrenpeBHBI.
4.5. JlocTym B CHCTEMBI OCYIIECTBISETCS M0 MHANBUYATbHOMY JIOTHHY U MapOJIIo.
4.6. Kaxnomy pabOTHUKY OCYLIECTBIISETCS pacChlika HMHPOPMAIMOHHBIX MaTepHalioB U
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH HHPOPMAIIMOHHON 0€30IacHOCTH.
5. Bo3MoikHbIe HeraTUBHbIE MOCJIEACTBHUS OT peaau3auuy (BOSHMKHOBEHHS) YIPo3
0e301aCHOCTH NMEePCOHATBbHBIX JAHHBIX
5.1. Buasl pucKoB, KOTOpblE MOTYT HACTYNHTh OT HApyIIEHUS MM IPEKpaIlEHUs OCHOBHBIX
IIPOLIECCOB:

— ymep0 Gu3HYEcKOMY JIHILY;



— PUCKH IOPUINYECKOMY JIUIY, HHAWBUyalIbHOMY MPEATNPUHUMATEIIO, CBSI3aHHBIE C X03HCTBEHHOM
JESITEIbHOCTBIO

— ymep0 rocyapcTBy B 00J1aCTH 0OecieueHust 0e301aCHOCTH T'OCYAapCTBA U MPABOIIOPS KA, a TAKIKE
B COLIMANIbHOM, SKOHOMUYECKOM, MOJUTUUECKON, IKOJIOTHYEeCKOi chepax AesITeNbHOCTU U APYTHUE;

5.2. Bo3MOXHBIE HEraTHBHEIE IMOCIEACTBUA, HACTYIINICHUC KOTOPBIX MOXKET IIPUBECTH K

BO3HHUKHOBEHHUIO PUCKA, PEACTaBIEHBI B TabnuLe HIKE:

Ne

Buapl pucka (ymep6a)

Bo3MoskHBIE TUIIOBBIE HETaTUBHBIE IIOCJICACTBUA

Vi

Yepo
JUITY

buzmIecKkomy

VYTrpo3a )K1U3HU WIH 310POBBIO.

VYHu)KeHne JOCTOMHCTBA IUYHOCTH.

Hapymienne cBo60bl, TIMYHOM HEMPUKOCHOBEHHOCTH.
Hapymenne HenmpuKOCHOBEHHOCTH YaCTHOW JKU3HU.
Hapyumienne nu4HOW, CEMEHHOM TalHBI, yTpaTa 4eCTH U
100pOTr0 UMEHU.

Hapymienue TaifHbI IepenicKy, TeIePOHHBIX IEPErOBOPOB,
HUHBIX COOOIIEHUIA.

Hapyuienue cB000
3akperi€HHbIX B Koncturynuu Poccuniickoit @enepaunu u

(denepanbHBIX 3aKOHAX.

HWHBIX I1paB u I'paXaaHuHa,

@OUHAHCOBBIN, MTHOW MaTepPHAIBHBIN yimepd (u3ndecKomy
JULY.
Hapymenne KOH(UIEHIIMAIBHOCTH (yTeuka)
MIEPCOHANBHBIX TAaHHBIX.

"Tpasnsa" rpaxaanuHa B cetu "MHTEepHET".

Pasrnamenue NEPCOHANIBHBIX NAHHBIX I'PAXKIAH.

y2

Puckn

nuiy,
IIPEANPUHUMATEITIO,

IOPUANYECKOMY
UH/IUBUIYaIIbHOMY

CBsI3aHHBIE C
XO03IUCTBEHHOU
JNEITEILHOCTBIO

Hapymenne 3akononarenscta Poccuiickoit @enepanun.
[Toreps (XuiieHne) JEHEXKHBIX CPEICTB.

Henononyuenue oxugaemMon (IporHo3upyemMoit) npruobLIH.
HeoOxoaumocTh JOMONHUTENBHBIX (HE3allJIaHUPOBAHHBIX )
3aTpaT Ha  BbIUIATBL  IITpagoB  (HEYCTOEK) WU
KOMIICHCAIUH.

Heo6Xx01uMOoCTh TOMOTHUTENBHBIX (HE3aIIaHUPOBAHHBIX )
3aTpar Ha 3aKyIKy TOBapoB, padOT WU YCIYT (B TOM YHCIE
3aKylmKa MpOrpaMMHOr0  OOecreyeHHs, TEeXHUYECKUX
CPEICTB, BBILIEAUINX U3 CTPOSl, 3aMEHA, HACTPOMKA, PEMOHT
YKa3aHHBIX CPEJICTB).

Hapymienne mraTtHoro

pexuMa  (QyHKIMOHUPOBAHUS

aBTOMaTI/I?;I/IpOBaHHOI\/’I CHUCTEMBI YIpaBJICHUA n
YIPaBIIIEMOr0 00bEKTa U/UITH Mpoliecca.

CpbIB 3aIUTaHUPOBAHHOM CIENIKU C TAPTHEPOM.
Heo6Xx01uMOoCTh TOMOTHUTENBHBIX (HE3aIIaHUPOBAHHBIX )
3aTpaT Ha BOCCTAHOBJICHUC ACATCILHOCTU.

HOTepﬂ KIIMCHTOB, ITIOCTAaBIIIUKOB.

[ToTepst KOHKYPEHTHOTO MPEUMYIIECTBA.




HeB03MOXKHOCTB 3aKII0UEHHS JOTOBOPOB, COTJIAILICHUM.
Hapywenue nenoBou penyramnum.

CHKEeHHE MpecTuka.

Juckpeauranus pabOTHUKOB.

VYtpara nosepus.

[TprunHeHue UMYIIECTBEHHOTO yiepoa.

HecnocoOHOCTh BBINONIHEHUS JOTOBOPHBIX 0053aTEIbCTB.
HeBo3moxHOCTh penieHus 3amad (peanu3anuu (yHKIIH)
WM CHWXeHHe A(P(PEKTUBHOCTH  pEUIeHHs  3a/1ad
(peanmuzanuu QyHKIHUI).

HeoOxonumocTh n3MeHeHus (IepecTpoeHMsl) BHYTPEHHUX
Npoueayp [Jisi JOCTHXKEHUS LEJIEH,
(peanu3zanuu QyHKIIHIHA).

[TpunsTHE HEMPABUIBHBIX PEIICHUI.
[TpocToii nH)OPMALIMOHHON CUCTEMBI UIIH CETH.

[TyOnukanus HenocTOBepHOW uWHGOpMalUu Ha

pelieHus  3a1a4

BeO-
pecypcax opraHu3anuu.

Hcnonb3oBanue BeO-pecypcoB Ui pacpOCTPAHEHUS H
yTpaBJICHUS BPEAOHOCHBIM IPOTPAMMHBIM 00ECTICYCHHUEM.
Paccpuika UH(POPMALMOHHBIX co001IeHu I c
HCIIOJIb30BAaHUEM BBIYMCIIMTEIBHBIX MOIIIHOCTEN OIlepaTopa
U (MIIK) OT €ero UMEHH.

VYTeuka KoHQUIEHIMATbHON HHOpMaIK (KOMMEPUECKOM

TalfHbI, CEKPETOB NMPOU3BOACTBA (HOY-Xay) U JIp.)

V3

VYmepd rocynapcTtBy B
obactu obecreyeHus
0e30ImacHOCTH
rocyJapcTBa i
MpaBONOpsAJIKa, a TaKXKe B
COIIMATBLHOM,
SKOHOMHUYECKOH,
MOJIUTUYECKOMH,
IKOJIOTHUYECKON  cepax
JIeATEIIbHOCTH

[TpuunHeHue yuiep6a KU3HH U 3I0POBBIO JHOJEH.

[Ipexpamenne wid HapylmeHHe (YHKIMOHUPOBAHUSA
00BEKTOB OOECTIeUeHUs )KU3HEAEATEIbHOCTH HaceIeHUSI.
[Ipexpaiienne uian HapyueHue (pyHKIMOHUPOBAHUS CETU
CBSI3H.

[Ipexpaienue WM HapylleHHE NPOBEACHUS KIMEHTAMHU
orepanuit Mo OAHKOBCKUM cueTaM M (W) 6e3 OTKPBITHS
0GaHKOBCKOT'0 CUeTa WM ONepalyii B CHCTEMHO 3HAUUMOMU
KPEAUTHOM OpraHM3alllM, ONEpaTOpOM YCIYT IUIATEXHOU
HHPPACTPYKTYPHI CUCTEMHO U (WJIH) COIMATBLHO 3HAYUMBIX
IJIaTEeKHBIX CHUCTEM, CHUCTEMHO 3HAYUMOM
UHQpaCTPyKTypHOU opranuzanueil GMHaAHCOBOTO PHIHKA.
BpenHbie BO3AEHCTBHS HA OKPYKAOLIYIO CPELy.
[Tpexpaienue HapymeHue  (QyHKIMOHUPOBAHUS
MyHKTa yTpaBJieHUs (CUTYallMOHHOT'O IIEHTPA).
Hapymenne 3akononarenscta Poccuiickoit @enepanuu.

[TyOnukanuss HEIOCTOBEPHOW  COLMAIBHO  3HAYMMOM

nin

nH(popmanuy Ha BeO-pecypcax, KOTopasi MOKET MPUBECTH K
COLMAJIBHOW HaNpsKEHHOCTH, TAHUKE CPEAM HacCeNleHUs U

Ap-




Hapymenne 1mraTHOro pexuma (QyHKIMOHUPOBAHHS
aBTOMAaTH3MPOBAHHOM CHCTEMBI yTpaBJICHUS u
yIpaBiIsIeMoro 00beKTa W/WIK MPoLecca, eClIr 3TO BeleT K
BBIBOJY U3 CTPOS TEXHOJOTMYECKHUX OOBEKTOB, UX
KOMIIOHEHTOB.

Hapyienue o01iecTBEHHOrO IIPaBONOPsIKA, BO3MOXKHOCTb
NOTepU WM  CHMWXKEHMs  YPOBHSA  KOHTpOJs  3a
OO0I1IECTBEHHBIM ITPABOIIOPSIIKOM.

Hapymienne BbIOOpHOrO Iporecca.

OTcyTCTBHE BO3MOXKHOCTH OIIEPATUBHOTO OIIOBEILCHHS
HAaCEJICHUs O YpE3BbIYaHON CUTYalUH.

Opranu3anus MUKETOB, 3a0aCTOBOK, MUTHHIOB M JIPYTUX
aKIIUH.

MaccoBbie YBOJIbHEHHUS.

[TosiBneHre HEraTUBHBIX IyOJUKALMI B OOIIEAOCTYIHBIX
HCTOYHHUKAX.

Joctyn Kk cuctemMaMm U CETSAM C ILEJbI0 HE3aKOHHOTO
WCTIOJIb30BAHUS BEIYMCIUTEIBHBIX MOITHOCTEH.

VYTeuka HHPOPMALIMU OTPAHMYEHHOTO JIOCTYTIA.

6. Bo3MoikHbIe 00bEKThI BO3/1€ICTBUS YTPO3 0€30MaCHOCTH MEePCOHATbHBIX JaHHBIX
6.1. [Ipumepbl BO3MOXKHBIX OOHEKTOB BO3JICHCTBUS OMPEACTUM IS CIEAYIOIIUX BUIOB HETAaTUBHBIX
HOCHCHCTBHﬁI pa3rna1neHI/Ie HCpCOHaJ'II)HBIX JAaHHBIX rpaxcnaH; XUIICHUEC JCHCXKHBIX CpGI[CTB (6]0]

CUCTa opraHmu3alvii, CpbIB SaHHaHHPOBaHHOﬁ CACJIKU C MMapTHECPOM.

HerarusHble nocnencTeus OOBeKThI BO3ACHCTBUS Bunel Bo3nencTBus
Pasriamenue basa nanHbIx nHGOpMaMOHHON | YTeuka MAEHTU(UKAIIMOHHON
MEPCOHANBHBIX  JTAHHBIX | CUCTEMBI, cojepkamas | MHGOpMallMu TpaxJIaH U3
rpaxan (V1) UIEeHTU(DUKAITMOHHYO 0a3bl TaHHBIX

UH(OPMALIKIO TPaKIaH

VY nanennoe VYTeuka uaeHTU(UKATMOHHON

aBTOMAaTH3UpPOBaHHOEe pabouee | nHPopManuu rpaxaad ¢ APM

mecto (APM) nonbs3oBatens 10JIB30BATENS

JIunus cBs3u Mexnay cepeepom | Ilepexsar uH(popMaluuy,

OCHOBHOTO IIEHTpa OOpabOTKH | comepiKaliei

JTAHHBIX M CEPBEPOM PE3EPBHOTO | HACHTU(DUKAITMOHHYIO

HEeHTpa 00pabOTKM JaHHBIX UH(pOpMaIIUIO IpaXaaH,
nepeaaBaeMoil 1Mo  JIMHUSAM

CBA3U
Be6-npunoxxenue HecanknmonupoBaHHbIN
MHPOPMALIMOHHOM ~ CUCTEMBI, | JOCTYII K
obOpabaTsIBaroIeit UIeHTU(DUKAITMOHHON

uHpopmarun TpaK/IaH,




UACHTU(DUKAITMOHHYTO
UHPOPMALIKIO TPAKIaH

cojepxarnieics B BeO-
[PUII0KEHUH

MH(POPMALIMOHHON CUCTEMBI

XWUIIeHne
CpEICTB co
opranuzanuu (Y2)

JCHCKHBIX
cucTa

bauk-xmuent

HecaHKHI/IOHI/IPOBaHHaH
IoagMCHa
COACPKAIINUXCS B PCKBU3UTaX
IJIATC)KHOT'O ITOPYUCHUA

JaHHBbIX,

APM ¢uHaHCOBOTO TUPEKTOpA

HecanknuonupoBannas

Mo UKy HHPOPMALIUH B
IUTATEKHBIX  PACTIOPSHKEHHSIX
U OTIpaBKa HEIOCTOBEPHBIX
oT

pacriopsiKeHUi UMEHU

(bUHAHCOBOTO AUPEKTOPA

DJIEKTPOHHBIN MOYTOBBIM SIIUK
(bMHAHCOBOTO TUPEKTOPA

Mopaudukarus wuHbopmMauu
B IUIATEKHBIX PACTIOPSIKEHUSIX
U OTIpaBKa HEIOCTOBEPHBIX
pacropsKeHU I

oT HUMCHU

(bMHAHCOBOTO TUPEKTOPA

APM rnaBHoro Oyxranrepa

ITonmena JIAaHHBIX,
coJieprKalinux PEKBHU3UTHI
IUIATEKHBIX TOPYYEHUH U
Ipyrou IIJIATEKHOU
uH(popManun Ha  APM

TJIaBHOTO OyXranrepa

CppIB  3aIuIaHUPOBAHHOMN

cenku ¢ naptHepoM (Y2)

APM
OpraHu3aIu

PYKOBOAMTEIIS

Monudukanus uHGopManuu
U OTIpaBKa 3JIEKTPOHHBIX
OUCEM C  HEJOCTOBEPHOH
uHpopManueit OT HMEHH

PYKOBOOUTEIISA OPraHUu3aluu

DNEeKTPOHHBIN MOYTOBBIA SIIUK
PYKOBOJIMTEINS] OpraHU3alHU

Monudukamus uHGopManuu

U OTIpaBKa 3JIEKTPOHHBIX
MHUCEM C  HEIOCTOBEPHOMU
uHpopManei OT  HUMEHHU

PYKOBOOUTEIISA OPraHUu3aluu

7. Kaaccudukanus HapymuTesien

7.1. Ilo npu3naky npunagnexxnoctu Kk MCII/IH Bce HapymnTenu aenarcs Ha 1B€ TPYIIIbL:

- BHEIIHUE HapyIIUTENIH - (U3MUECKUEe JIHIa, HE UMEIOIINe MpaBa NpeObIBaHUs HA TEPPUTOPUU

KOHTPOJIMPYEMOI1 30HBI, B IIpeienax KoTopoi pa3merniaercs obopyaoBanue UCII/H;

- BHYTPEHHHME HapyIIUTENU - (U3UYECKUE JIMIA, UMEIOIIMEe MPaBO NpeObIBaHHUS HAa TEPPUTOPUHU

KOHTPOJIUPYEMOM 30HBI, B TIpe/iesiax KOTopoit pa3merniaercs ooopynoBanue UCIIJIH.

7.2. B kadecTBe BHEIIHErO0 HAPYMIUTEIS HWHPOPMAIMOHHON OE301aCHOCTH, paccMaTPHUBAETCS

HapyIlINUTEIb, KOTOPBI HE MMEET HENOCPEICTBEHHOIO0 [IOCTYNAa K TEXHUYECKUM CPEACTBAM H
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pecypcamM CHCTEMBI, HAXONAIIUMCS B IIpelenax KOHTpoinupyemon 30HbL IIpenmosaraercs, 4ro
BHEIIHUI HAPYIIUTENIb HE MOXKET BO3/ICHCTBOBATh Ha 3AIIMIIIAEMYI0 HH()OPMAIIHIO 110 TEXHUYECKUM
KaHaJlaM YTeYKH, TaK Kak 00beM HH(popMaIiu, XpanuMoi u odpadareiBaemoit B UCII/IH, siBnsieTcs
HEZO0CTAaTOYHBIM Ul BO3MOXKHON MOTHBALIMM BHEITHETO HAPYIIUTENS K OCYILECTBICHUIO ACUCTBUH,
HalpaBJICHHBIX YyTeUKy HMH(pOpMalMM IO TEXHUYECKUM KaHanaMm yrtedku. Ilpeamomaraercs, 4yTo
BHEIIHUI HAPYIIMTEIb MOXKET BO3/ICHCTBOBATH Ha 3alUINAEMYI0 HHPOPMALIUIO TOJIBKO BO BpEMsI €€
IIepeAayu 110 KaHajlaM CBA3H.

7.3. BO3MOXHOCTH BHYTPEHHET'0 HapyIINUTEIIs CYIIECTBEHHBIM 00pa3oM 3aBUCAT OT ACHCTBYIOIUX B
npejenax KOHTPOJUPYEMOH 30HbI OIpaHMUYMUTEIbHBIX (DAKTOPOB, U3 KOTOPBIX OCHOBHBIM SIBJISIETCS
peayin3anusi KOMIUIEKCa OpraHM3allMOHHO-TEXHUYECKUX MEP, B TOM YHCJIE 110 IOJ00PY, pACCTAHOBKE
1 00ecnevyeHn0 BBICOKOW IMpodeccHOHaTbHON MOATOTOBKU KaJpoB, AOMYCKY (PU3MYECKUX JIMIL
BHYTPb KOHTPOJIMPYEMOW 30HBI U KOHTPOJIIO 32 MOPSAKOM IIPOBEAEHUS pabOT, HANPABICHHBIX Ha
IIPEIOTBPALCHUE M IPECEYCHHE HECaHKUMOHMPOBAaHHOro nocryna. Cucrema pasrpaHHyYeHUs
nocrynna MCII[H oOecneuynBaeT pa3rpaHUu€HUE TIpaB TMOJIb30OBATENe Ha  JOCTYN K
nH(GOPMAIIMOHHBIM, MTPOrPAaMMHBIM, annapaTHeM u apyruM pecypcam MCIIIH B cooTBeTCTBHU C
MPUHATON MOJUTUKON HH(DOPMAITMOHHOM 0€301MacHOCTH (TIPaBUIIAMM ).

K BHyTpeHHUM HapyIIHUTEISAIM MOTYT OTHOCUTBCS:

- CUCTEMHBIN aAMUHUCTpaTOp (Kareropus 1);

- nporpammucT (kateropus II);

- nonb3oBarenu MCII/In (kareropus I1I);

- I0JIb30BATENH, ABJISIOIIMECS BHEITHUMH 10 OTHOLIEHUIO K KOHKpeTHOW AC (kareropus [V);

- u1a, 00JaAar01Ire BO3MOKHOCTbBIO I0CTYIIa K CUCTEME Mepe/laull JaHHbIX (kaTeropus V);

- corpynuuku UII Tlormo M./I., nMerolue cCaHKIIMOHUPOBAHHBIM JOCTYN B CIYXEOHBIX LENSIX B
MIOMEILEHUs, B KOTOPbIX pa3meatorcs anemenTsl MCII/IH, Ho He nMmeronye npasa 10CcTyna K HUIM
(xareropus VI);

- oocmy>xuBaromuit nepconan UII oo U.J1. (paGOTHUKM HHKEHEPHO-TEXHUUECKUX CITYKO U T.1.)
(xateropus VII);

- YIOJIHOMOYEHHBIN nepcoHan paspaborunkoB WMCIIT/IH, KOTOpBIi Ha JOTOBOPHOM OCHOBE MMEET
IIPaBO Ha TeXHUUECKoe oOcmyxuBanue u Mmoaudukamnuio komnoneHToB UCII/Ix (kareropus VIII).
Ha mun xateropuit I u Il Bo310€eHBI 3a1a4u 110 aAMUHUCTPUPOBAHUIO ITPOTPaMMHO-aNIIapaTHBIX
cpenctB u 0a3 ganubix WMCIIJIH mig uHTerpanuu u obOecredeHHs B3aUMOAECUCTBUS Pa3IMYHBIX
nozacucreM, Bxoaamux B coctaB MCIIJIH. AqMuHMCTpaTOPB! MOTEHIIMAIBHO MOTYT PEalu30BbIBAThH
yrpo3bl Wb, wucnosib3ys BO3MOXHOCTM II0 HENOCPEACTBEHHOMY JOCTYIly K 3allMIIAaeMOU
nHpopmanuu, oopadareiBaemoit u xpanumoit B UCII/IH, a Taxke K TEXHHYECKUM U TPOTPAMMHBIM

cpeactBam UCII/IH, BKIIOYas CpeACTBa 3aIIUThI, UCIIOIb3YEeMbI€ B KOHKPETHBIX AC, B COOTBETCTBUU



C YCTaHOBJICHHBIMU [UIsl HUX aIMHUHHACTPATHBHBIMYU MTOJIHOMOYHUSAMHU. DTH JIMIA XOPOILIO 3HAKOMBI C
OCHOBHBIMM JIFOPUTMaMHM, IMPOTOKOJAMH, PEATU3yEMbIMH U HCIOJIb3YEMBIMU B KOHKPETHBIX
noacuctemax U WCII[IH B menom, a Takke C NPUMEHSEMBIMH MPUHIUIAMU M KOHUEHIUSIMU
6e3onacHoctu. Ilpeanonaraercs, 4T0 OHUM MOIJIM ObI UCIOJB30BAaTh CTaHIAPTHOE O00OPYIOBAHUE
100 A nAeHTUUKALMK ysA3BUMOCTeH, 1100 A peanusauuu yrpos3 Ub. JlanHoe ob6opynoBanue
MOXET OBITh, KaK YacThbIO INTATHBIX CPEACTB, TAK U MOXET OTHOCHTHCS K JIETKO MOJIYy4aeMOMY
(Hammpumep, mporpaMMHoe oOecrieueHue, MoJly4eHHOE U3 OOIIEAOCTYTHBIX BHEIIHUX HCTOUHUKOB).
Kpome Toro, mpenmosnaraercs, 4To 3TH JMIa MOINIM Obl pacrosiaraTb CIELUAIU3UPOBAHHBIM
000pyTI0BaHUEM.

K nmuuam kareropuit I u II BBuny ux uckmouurensHoil ponu B MCII[H nomkeH NpuUMEHSATHCS
KOMIUIEKC OCOOBIX OpraHM3allMOHHO-PEXHMMHBIX MEp IO UX MOA00pY, NMPUHATHIO Ha padoTy,
Ha3HAUYEHUI0 Ha JOJDKHOCTh M KOHTPOJIO BBINOJNHEHHUS (QYHKIHMOHAJIBHBIX 00S3aHHOCTEH.
IIpennonaraercs, yto B uncio Juy kareropuii I u II OyyT BKIItOYaThes TONBKO JOBEPEHHBIE JIMLA U
[I03TOMY yKa3aHHbIE JIMIIa UCKIIIOYAIOTCS U3 YKCia BEPOATHBIX Hapymureneil. [Ipennonaraercs, uro
muna  kareropuit [II-VIII otHOcATcs K BeposaTHeIM HapymwmrtessaMm. [Ipeamnosaraercs, d4ro
BO3MOXXHOCTb ~ CrOBOpPa  BHYTPEHHHMX  HapyLIMTEICH  MaJlOBEpOSATHA  BBHUIY  IPUHATHIX
OpPraHMU3alMOHHBIX U KOHTPOJIUPYIOLIUX MEP.

7.4. B xauecTBe OCHOBHBIX ypOBHEH 3HaHUI HapymuTenei 00 AC MOXKHO BBIJICIUTD CIETYIOIIHE:
obmas nadopmanus - tHGoOpMaIUK 0 HazHAYEHUAX U 00mmX xapakrepuctukax UCII/IH;
JKCIUTyaTallMOHHAs HMHpopMauus — HUHPOpMalus, TMOIy4eHHas U3  HKCIUTyaTalluOHHOU
JOKYMEHTaIUH;

YyBCTBUTEJbHAS MHPOPMALIHS - HHPOPMAIHS, JOTOIHSIOMAs HKCIUTYaTallHOHHY0 HHpOpMaIHo 00
UCTIdn (Hanpumep, cBeaeHus U3 npoekTHor gokymeHTaruu UCIIIH).

B wacTHOCTH, HAPYIIUTENIb MOXKET UMETD!

- JlaHHBIe 00 OpraHu3anuu padoThl, CTPYKTYpE U HCIOJIB3YEMbIX TEXHHUYECKHX, MPOIPAMMHBIX H
nporpammHo-TexHnueckux cpeacrsax UCII/x;

- cBesieHus 00 nHpopmarmonubix pecypcax UCII/Ix:

- TOPSIOK M TpaBHJa CO3JAaHUs, XpaHEHUS M Tepenadn WH(POpMalMH, CTPYKTypa M CBOMCTBa
MH(OPMAIMOHHBIX TTOTOKOB;

- JJaHHbIe 00 YS3BUMOCTSX, BKJIFOYAs JaHHbIE O HEJOKYMEHTHPOBAHHBIX (HEICKIapUPOBAHHBIX)
BO3MOKHOCTSIX TEXHHUYECKHX, IPOTPAMMHBIX U ITporpaMmMHoO-TexHH4eckux cpeacts UCII/IH;

- JaHHbIe 0 peann3oBaHHbIX B [IC3U npuHnnnax u anroputMax;

- UCXO/IHBIE TeKCTHI porpammHoro obecnedenus UCITH;

- CBEJICHUS O BO3MOXKHBIX KaHAJIaX PeAIN3aluU yIpo3;

- ”H(OPMAIIHIO O CIIOCO0aX peain3aIuy yrpos.



[Ipennonaraercs, yro nauna kareropuu Il u kareropum IV BraaeroT TOIBKO 3KCILTyaTallMOHHOW
uHpopmanuel, 4To o0ecreynBaeTcs OpraHu3amoHHbIMI Mepamu. [1pu aTom nuna kareropuu [V He
BIIQJICIOT TAPOJIBHOM, ayTeHTU(UIIMPYIOIIEH U KITtoueBoi nHpopmanuei, ucrnonbdyemoit B AUC,
KOTOPBIM OHHM HE MMEOT CAaHKIMOHUPOBAHHOTrO focryna. [Ipeanonaraercs, 4yTo auna kateropuu V
BJIQJICIOT B TOM MM MHOM YacTH YyBCTBUTEJILHOM M AKCIUTyaTallMOHHON MH(OpMalueid o cucreme
nepenaun nHopmanuu u odmeit napopmanmeit 06 AVIC, UCTIONB3YIOIMUX 3Ty CUCTEMY MEpeIadn
uHpopManuH, 4YTo 00eCIIeYBAETCSl OpraHU3alMOHHBIMUA MepaMu. [Ipu 3Tom snna kareropuu V He
BIIQJICIOT MApPOJIbHOW U ayTeHTUHUIIMPYIOIIeH nHpopManuen, ncmoiaszyemoi B AUC.
[Ipennonaraercs, uro auiia kateropuu VI u nuia kareropuu VII o ypoBHI0 3HaHUN HE MPEBOCXOJAT
muma kareropuu V. llpeamonaraercs, yro numa kareropuu VIII oGmagaroT 4yBCTBUTENBHOU
unpopmanueit 06 UCIIIx n ¢pynkmmonansHo opueHTHpoBaHHBIX AVC, BKIiTtouyast nH(popMaruo 00
yS3BUMOCTSIX TeXHUYEeCKMX U mporpammubix cpeacts MCIIJIH. OpraHu3alMOHHBIMH MepaMu
MPEANOJIaraeTcsl UCKIIYUTh JoCcTyn Jjul kareropun VIII k TeXHHYECKMM U HOpOrpaMMHBIM
cpenctBam MCII/IlH B MOMEHT 00paOOTKH C HCIOJB30BAHUEM OJTHX CPEICTB 3alIUIIaeMOi
uHpOpMaLnu.

Takum ob6pazom, Hanbonee nnpopmupoBanubiMu 00 AUC sBusitoTces nuna kateropuu 11 u nuna
kareropuu VIII. Crenenp MHOOPMHPOBAHHOCTH HAPYIIUTENS 3aBUCUT OT MHOTHX (DaKTOPOB,
BKJIIOYAsl pEeaM30BaHHbIE KOHKPETHBIE OPraHM3AIlIOHHBIE MEPhl U KOMIETEHIIMIO HAPYIIUTENEH.
[ToaToMy OOBEKTMBHO OIIEHHTh OOBEM 3HAHUN BEPOATHOTO HApyIIUTENs B OOIIEM clydyae
IIPAKTUYECKH HEBO3MOXHO.

B cBsI31 ¢ N37105KEHHBIM, C IIENIBIO CO3/aHUS OIIPEIEIIEHHOT0 3aaca IPOYHOCTH IPEAIOIAraeTcs, YTo
BEpOSATHbIE HapylIUTENH o0nafaloT Bceld HHpopmanuend, HeoOXOOuMOW N NOATOTOBKU U
peaiMzaliy yrpo3, 3a UCKIOYeHHEeM HMH(POpMaluH, JOCTYN K KOTOPOH CO CTOPOHBI HapyLIUTENs
UCKITIoYaeTcss cucreMoil 3amuthl uHpopmammu. K Takoil mHpopmaimu, Hampumep, OTHOCUTCS
napojbHas, ayTeHTU(GUIUPYIOIIas U KIrodeBast HHPopMaIlus.

7.5. Ilpenmonaraercs, 4TO HAPYIIUTENb UMEET:

- annapaTtHbie KoMnoHeHThl C3IT/In u C® C3I11H;

- JIOCTyNHBIE B  CBOOOJHOH  mpojake  TEXHUYECKHE CpeIACTBa W  MPOTrPaMMHOE
obecrieyeHre;crenuaibHO pa3padoTaHHbIe TEXHUYECKHE CPECTBA U MPOrpaMMHOE 0OecTiedeHue.
BuyTpeHHuii HapymuTelb MOXET HCHOJIb30BaTh LITaTHbIE cpefacTBa. CocTaB HMEIOIUXCS Y
HapyUIUTENsl CPEACTB, KOTOPhIE OH MOJKET MCIONIb30BaTh Jiisi peanuzanuu yrpo3 Ub, a taxxke
BO3MOXXHOCTH TI0O UX TPUMEHEHUIO 3aBUCAT OT MHOTUX (paKTOPOB, BKIOYAs pealn30BaHHBIC Ha
oowekrax UIT I'opH Haraneu EBrenpeBHBI npennpuHUMaeT KOHKPETHBIC OpraHU3alldOHHBIC MEpPHI,
(buHaHCOBBIE BOBMOXKHOCTH M KOMIIETEHIIMIO HapyuTenel. [103ToMy 00beKTUBHO OLICHUTh COCTAB

UMEIOLIUXCS Y HApYIIUTENS CPEJCTB peali3allii YIpo3 B 001IEM cilydyae IPaKTHUYEeCKU HEBO3MOXKHO.
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[Tostomy, miist coznanus ycrounBor C3I1/{H npeanonaraercs, YTo BEPOSATHBIA HAPYIIUTEIb UMEET

BCE HEOOXOMUMBIC /ISl pealM3alud Yrpo3 CpPeACTBa, BO3MOXHOCTH KOTOPBIX HE IMPEBOCXOISAT

BO3MOKHOCTH aHAJIOTUYHBIX CPEICTB PeaH3aliy yrpo3 Ha HH(OPMAIIHIO, COJEPKAILYIO CBECHUS,

COCTABJSIIOLIME TOCYJAapCTBEHHYI TalHy, W TEXHHYECKHME UM MPOrpaMMHBIE CpEICTBA,

oOpabaTsiBaromue 3Ty nHhopmanuo. Bmecre ¢ TeM mpenmnoaraercs, 4To HapylIUTeIb HE UMEeT:

- CPE/ICTB IepexBaTa B TEXHUYECKUX KaHajlaX yTEUKH;

- CPE/CTB BO3ACUCTBHSI Yepe3 CUTHANIBHEIC IeH (MH()OPMAIIMOHHBIC U YIIPABIISIONINE HHTEP(EIHCHI

CBT);

- CPEACTB BO3/ICHCTBUS HA UICTOYHUKH U Yepe3 LENU TUTaHNUs;

- CPEJICTB BO3JCHCTBUS Uepe3 LENH 3a3EMIICHMUS;

- CPEIICTB aKTUBHOT'O BO3JICHCTBHS HA TEXHHUECKUE CPEICTBA (CPEICTB OOTyUeHUs).

[Ipenmonaraercs, 4To HauboIee COBEPIICHHBIMU CPEICTBAMHU pealu3alii yrpo3 o0JIafaroT Juia

kareropuu I n nmuua kareropun VIII.
8. Cmnoco0bl peanu3zanuu (BOSHHKHOBEHHS) YTP03 6€30MacCHOCTH MEePCOHATbHBIX JAHHBIX

8.1. HapymuTenu MOTYyT HCIOJIb30BaTh Pa3IMYHBIE CIIOCOOBI pealu3alMd yrpo3 Oe30MacHOCTH
MEPCOHAJIBHBIX JIAaHHBIX, HAIPUMEP, K HUM OTHOCATCA: UCIIOJIb30BAHHE HE JIEKIAPUPOBAHHBIX
BO3MOXXHOCTEHl ~MpOrpaMMHOro oOecredyeHHsl TeJIeKOMMYHUKAIIMOHHOTO —000pyJIOBaHUS,

HCIIOJI30BaHUE YSI3BUMOCTEH KOH(PUTYPAIIUU CUCTEMBI YIIPABJICHHs 0a3aMu TaHHBIX; YCTAHOBKA

MPOrpaMMHBIX  3aKJIaJ0K B  TEJIEKOMMYHHUKAIMOHHOEC  OOOpYyJIOBaHWE;  HW3BJICUCHUE

ayTeHTU(UKAIMOHHOW MH(OPMAIIMH U3 TMOCTOSHHON MaMATH HOCUTENs (MHBAa3MBHBIA METO.);

BHEJPEHUE BPEIOHOCHOTO TMPOTPAMMHOTO OOECTeueHUs; HCIOJIb30BaHUE YSI3BHUMOCTEM
KOH(UTypalui CUCTEMBI ympaBiieHus aoctynoMm kK APM monb3oBatens; HWCIOIb30BaHUE
ySA3BUMOCTEHN K0J1a IpOrpaMMHOro obecreueHus Be0-cepBepa; BHEAPEHNE BPEIOHOCHOTO K0J1a B
BeO-TIpUIIOKEHNE; OMMOOUHbIE JEHCTBUS B XoJe HacTpoiiku APM rmaBHOro Oyxraitepa u
IpyTHE.

8.2. [lepedeHb OCHOBHBIX TAKTHK W COOTBETCTBYIOIIUX MM THIIOBBIX TEXHHK,HCIIOIB3yEMBIX JIIS
MTOCTPOCHHUSI CIICHAPUEB peaTU3aIii yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX MPUBEIICH B

Tabauie HUKe:

TakTnueckas 3aJ1aya;
HapyLIUTEIb CTPEMUTCS

Ne TakTuka OCHOBHBIE TEXHUKH
T1 | Coop wundpopmanuu o | T1.1. COop wuHpopmauuum u3 MyOJUYHBIX HCTOUHUKOB:
CUCTEMAX M CETAX opunmaneHelii  cait  (caiitel)  opranuzanuu, CMU,
COLMaJIbHBIE CeTH, (OTOOAHKH, CANTHI IOCTABUIMKOB,

MaTepuajbl KOH(hepeHIH

T1.2. Coop undopmanmu 0 MOIKITIOYCHHBIX K MyOJIHMYHBIM

MOJTyYHUTh MO0YIO | CHCTEeMaM M CETSAM YCTPOUCTBAX M MX CIY»KO0aX MpU MOMOIIH
TEXHUYECKYIO MOMCKOBBIX CHUCTEM, BKIIOYas cOOp KOHPUTYpAIHOHHON
UHQOpMAIMIO, KOTOpas | nHPOPMAIH KOMIIOHCHTOB CHCTEM M CETEH, MPOrpaMMHOTO
MOJKET OKa3aThCsl | 00ecleYeH s CEPBUCOB U MPHJIOKCHU.
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MOJIC3HOU
peai3anyu
0€3011aCHOCTH
nHpopmaruu

B XoJe
yrpo3

T1.3. ITaccuBHbIil cOop (mpociymuBaHue) MH(GOpMAIMH O
NOJKITIOYEHHBIX K  CETH  YCTPOWCTBaxX C  IIEJIbIO
UACHTU(UKAIIMH CETEeBBIX CIIy:KO, TUIOB U Bepcuii [10 sTux
CIy0 M B HEKOTOPBIX CIydYasX - HACHTH()UKAIMOHHOM
nH(pOpMaIMU T0JIb30BaTENCH

T1.4. HampaBieHHO€ CKaHUPOBaHWE MpPU  OMOIIHU
CHELMATIN3UPOBAHHOTO IIPOrpPaMMHOT0 o0ecrnieueHus
MOJKJIFOUYEHHBIX K CETH YCTPOUCTB C LENIbI0 UACHTU(UKAIINU
CETEBbIX CEPBUCOB, THUIOB M BEPCUM MPOTPAMMHOIO
o0OecredeHus 3TUX CEPBUCOB, a TAKXKE C IEJIbIO MOIYYECHUS
KOH(UTYpaIMOHHOW WH(OPMAlUA KOMIIOHEHTOB CHUCTEM U
ceTeil, mporpaMMHOro  oOecliedeHHs]  CEepBUCOB U
HIPUIIOKECHUMN.

T1.5. Coop undopmanmu 0 MOIH30BATENAX, YCTPONCTBAX,
MPUIOKEHUAX, a Takke cOop  KOH(PUTYpAIMOHHOU
nH(OpPMALIUY KOMIIOHEHTOB CUCTEM U CETEH, MPOrpaMMHOTO
o0OecrieueHrss CEpBUCOB M TPHUJIOKEHUM ITyTEM IIOUCKA U
JKCIUTyaTalluu  ySI3BUMOCTEH TMOAKIIOYEHHBIX K CETH
YCTPOMCTB.

T1.6. Coop undopmanmu O MOIB30BATENAX, YCTPONCTBAX,
MIPUJIOKEHHUSAX, aBTOPU3YEMBIX CEPBUCAMHU BBIYMCIUTEIHHOU
ceTH, ImyTeM mepedopa.

[Tpumep: cOop uHPOpMALMK O MOYTOBBIX aJpecax IMpu
oMot directoryharvestattack Ha mouToBBIE cepBepa.

T1.7. Co6op wuHbpopmanuu, npeaoctaBiasiemodn DNS
cepBucami, Bkiatouas DNS Hijacking.

T1.8. Coop nndopmaimu o mojap30BaTesie Mpy MOCEHCHUN UM
BeO-caliTa, B TOM YHCII€ C MCIOJIb30BAaHHEM YSI3BUMOCTEH
IIporpaMMbl Opay3epa 1 HaJICTpauBaeMbIX MOJTyJiel Opay3epa.

T1.9. Coop undopmanmu 0 MOIB30BATENAX, YCTPONCTBAX,
NPWIOKEHUAX IyTeM [OHCKa HH(OpMalMu B MaMSTH,
¢aitnax, karanorax, 6a3ax JaHHBIX, IPOIIMBKAX YCTPOICTB,
peno3uTopusix ucxoAHblx kogoB [IO, Britoyas mOHCK
mapojae B HCXOOHOM M XDIIMPOBAHHOM  BHJE,
KpUNITOrpaQUUeCKUX KIHOUEH.

[Tpumep: momyueHue xsuie maposnei u3 /etc/passwd mnm
MOJIy4eHHE Taposied MO YMOJYaHUI0 MyTeM OOpaTHOro
VMHXUHUPUHIA IPOLIMBKH YCTPOICTBA.

T1.10. Kpaxxa 1u¢poBbIX cepTH(PHUKATOB, BKIIOYAS KpPaxy
¢buznyecKux TOKEHOB, 1100 HEaBTOPU30BAaHHOE
BBINIMCBHIBAHUE HOBBIX CEPTU(GUKATOB (BO3ZMOXKHO IOCIE
KOMIIPOMETAIMH1 HHPPACTPYKTYPbI JOMEHHOT'O PETUCTPATOPA
WJIM aKKayHTa aJ]MUHHCTPATOPa 30HbI Ha CTOPOHE JKEPTBHI)

T1.11. Coop uHpopMauu O MOJIB30BATENSIX, YCTPOHCTBAX,
MIPUIIOKEHUSAX, BHYTPEHHEH HHPOpPMAlUU O KOMIIOHEHTaX
CUCTEM U CeTel IMyTeM MPUMEHEHHsI COLIMaTIbHON NHKEHEPUH,
B TOM 4HcIIe (PUIIKHTA.

T1.12. COop nuuHOM HACHTH(PUKANMMOHHON HHPOpMaIIUU
(upeHTH(UKATOPHI MOIB30BaTENEH, YCTPOWCTB, HHPOpMAaLIUs
00 uaeHTU(DUKAITIN MOJIb30BaTeNeH CEepBHUCAMHU,
MIPUIIOKEHUSAMH, CPEACTBAMH YIAJCHHOTO JOCTyIa), B TOM
grcae cOOp YKPaJCHHBIX JIMYHBIX JTAHHBIX COTPYIHHKOB H

12




MOJAPSAYUKOB Ha CIydaid, €Clu COTPYAHHUKH/TIOAPSAUNKH
WCIIONB3YIOT OJHM WU TE€ JK€ Mapojid Ha paboTe W 3a ee
MpeJeIaMu.

T1.13. COop wunbopmaruu uepe3 IOJyUYCHHE JOCTymna K
cucreMaM (pu3nueckoi 6€30MaCHOCTH U BUICOHAOIIIOICHHSL.

T1.14. Coop undopmaruu yepe3 NoJydeHHe KOHTPOJIS Hall
JUYHBIMH ~ YCTPOMCTBAMH COTPYIHUKOB (cMapThOHAMH,
IUIaHIIETaMH, HOYTOYKamH) MAJisi CKPBITOM MPOCIYLIKH U
BUJCO(DUKCAIHH.

T1.15. Tlouck u mokynka 6a3 JaHHBIX UIACHTU(UKAITMOHHON
nH(pOpMaIUY, CKOMIIPOMETHPOBAHHBIX MAPOJICH U KITFOUYeH Ha
CIICIIMAIM3UPOBAHHBIX HEJIETAJIbHBIX IJIOMIAJKAX.

T1.16. Coop nadopmanum yepes noayyeHue 10cTymna K 6azam
JIaHHBIX  pE3yJIbTATOB IPOBEICHHBIX  HHBEHTApU3ALUIA,
peecTpaM ycTaHOBIEHHOro oOopymoBanus u [10, maHHBIM
MPOBE/ICHHBIX ayIUTOB O€30MAaCHOCTH, B TOM YHCIIE 4Yepe3
IMOJIYUCHHUEC JOCTYyIIAa K TAKMM JaHHBIM YC€PE3 KOMIIPOMETAI IO
HOAPSITYMKOB M IIAPTHEPOB.

T1.17. IlaccuBHBIN cOOp M aHAIHM3 JAHHBIX TCIEMETPUH IS
MoJlydeHuss WHGOPMallMd O TEXHOJIOTHYECKOM TpoIlecce,
TEXHOJIOTHUYECKUX yCTaHOBKax, cucremax u [IO Ha
MPEATPUITHIX B aBTOMAaTU3HPOBAHHBIX chcTeEMax
YIOPaBJICHUS TPOU3BOACTBEHHBIMH M TEXHOJOTUYECKUMHU
MPOIIECCAaMH, B TOM YHCJIC HA KDUTHYCCKU BAKHBIX O0OBEKTaX.

T1.18. COop u aHanM3 JaHHBIX O MPOIIMBKAX YCTPOWCTB,
KOJINYECTBE U MOAKIIIOYEHNUHN 3THX YCTPOUCTB, UCTIOJIb3YEMBIX
MPOMBIIIIEHHBIX TIPOTOKOJIAX JIIsl OTy4YeHHsT HH(POPMAITUH O
TEXHOJIOTUYECKOM TPOIlecce, TEXHOJOIMUECKUX YCTaHOBKAX,
cucremax u [10 Ha mpennpuATHSIX B aBTOMAaTU3UPOBAHHBIX
cucremMax yTpaBJIeHUs IPOM3BOJICTBEHHBIMU u
TEXHOJIOTUIECKUMHU MPOIIECCAMH, B TOM YUCIIC HA KPUTHYECKH
BaXHBIX 00BEKTAX.

T1.19. C60p 1 aHanu3 cneunpuIeckux s OTpaciu WK TUIA
MPEIIPUATHS XapaKTEPUCTHK TEXHOJIIOTHYECKOTO IpoIecca
Uil ToNydeHWsst  WHQOpPMAmMM O TEXHOJOTHYECKUX
ycraHoBKaX, cuctemax u IO Ha mnpeanpusaTusx B
aBTOMAaTH3UPOBAHHBIX crcTeMax yTIpaBJICHUS
MIPOU3BO/ICTBEHHBIMH M TEXHOJIOTUYECKUMH IPOLIECCaMHU, B
TOM YHCJI€ HA KPUTHYECKH BAKHBIX 00BEKTaX.

T1.20. TexHUKH KOHKYPEHTHOM pa3BeIKN M TPOMBILIUIEHHOTO
HIMUOHaXKa JUIst cOopa MHGOpPMAMU O TEXHOJOTHUYECKOM
MpoLEecce, TEXHOJIOTHYECKUX yCTaHOBKax, cucteMax u [10 Ha
MPEAIPUATHUIX B aBTOMAaTU3UPOBAHHBIX cucreMax
YIIpaBJI€HUS IPOU3BOJACTBEHHBIMH M TEXHOJOTMYECKHUMU
IpoIieccaMy, B TOM YHCJIE HA KPUTUYECKH BAKHBIX 00BEKTaX.

[Tpumeuanue 1: COop mH(GOpMALUKU MOXKET BBIIOIHATHCS C
MCIOJIb30BAHUEM OJTHON MITH O0JIee U3 EePEUHCICHHBIX BBIIIE
TEXHUK, I[IOKa HApyLUIMTElIb HE IOJYyYUT JAOCTATOYHO
uHbOpMAMK  JUIST  pealM3aldd  JIpYroil  TakTHKH B
POAOJKEHUH aTaKH.

T2

ITonyuyenune
IIEPBOHAYAJILHOTO

T2.1. Hcnonb3oBaHWE BHEIIHUX CEPBUCOB OpPraHU3allMM B
ceTsax myoamvyHoro noctymna (MaTepHeT)

13




JOCTYTIa K KOMIIOHEHTaM
CHCTEM U ceTel

TakTtnueckas  3ajava:
HapyIIUTeNIb, HAaXOICh
BHE  HH(PACTPYKTYpBHI
CeTH WM  CUCTEMBI,
CTPEeMHUTCS  TOJIY4YUTh
JOCTYTI K JIIOOOMY Y31y B
UH]paCTPyKType "
UCIOJB30BATh €ro Kak
IariapM TSt
JAJbHEUIINX ICUCTBUM.

[Tpumepsr: 1) goctynm K BeO-cepBepy, pacloyio)KEHHOMY B
CETH OpraHu3alMM; 2) JOCTYN K UHTEPQEHCY IIECKTPOHHOU
moutel  OutlookWebAccess (OWA) modtoBoro cepmepa
OpraHH3alHH.

T2.2. MHcnonb3oBaHHE YCTPOMCTB, JATUYHUKOB, CHCTEM,
pacloyIo)KEHHBIX Ha IEpUMETpe WM BHE IepUMeETpa
¢bu3nveckoil 3amuTel 00BEKTa, IS MOTYYCHUSI IEPBUYHOTO
JOCTyIla K CHCTeMaM UM KOMIIOHEHTaM BHYTpPU 3TOrO
nepuMmeTpa.

[Tpumepsr 1) nmoctynm K JaTyukaM aBTOHOMHOW CHCTEMBI
JMCTAaHIIMOHHOTO ~ KOHTPOJII  JIaBJeHHA Ta3za  ydacTka
ra3onpoBojia; 2) JAOCTYH K  yYMHOMY  CUYETUHKY,
pacroyio)KeHHOMY Ha YacTHOM OOBEKTe, Kak K YacTH
UHOPACTPYKTYPhI NOCTABIIMKA 3JIEKTPOIHEPTUH; 3) JOCTYII K
uHTepQeiicy ynpaBiIeHUsT KaMepbl BUICOHAOIIOACHUS Yepes
ceTu OJMKHErO IeHCTBHSL.

T2.3. Dkcruryaramus ysi3BUMOCTEH ceTeBOT0 000py10BaHUS U
CPEICTB 3alUThl BBIYUCIUTEIBHBIX CETEH A IOJyYeHUs
JOCTyIIa K KOMIIOHEHTaM CHUCTEM M CETeH IpU YIAJICHHOU
aTake.

[Tpumep: 00X01 MEXKCETEBOro 3KpaHa IIyTeM AKCILTyaTaluu
YSI3BUMOCTEH peann3aiiy NpaBuil GUIbTPALIUH.

T2.4. Vcnonp3oBaHue OIMIMOOK KOH(PUTYpaIlMd CETEBOrO
000Opy/OBaHUsl U CPEACTB 3alIUTHl, B TOM YHCIE CIa0BIX
MapoJIed ¥ MapoJie Mo YMOTYAHUIO, IS MOJYyYEeHHUS JOCTyna
K KOMIIOHEHTaM CHCTEM M CETeH MpHU yAAJICHHOH aTake.

T2.5. Dkcruryaranusi ysi3BUMOCTEH KOMIIOHEHTOB CHUCTEM U
ceTel IIpU yAaJIEHHOW UIIU JIOKAJIBHOM aTake.

[Tpumepsl: 1) skcmmyaranus ys3BUMOCTEH BeO-cepBepa C
LIEJIbI0 BBINIOJIHEHUS IPOU3BOJIBHOTO KOJ1a B KOHTEKCTE 3TOT0
cepBepa; 2) OIKCIUTyaTalusi ysI3BUMOCTEH OIeparmoHHOU
CHCTEMBl YCTPOICTBa YEIOBEKO-MAalIMHHOTO WHTepdeiica
aBTOMATHU3HPOBAHHOW CHCTEMbl YIOpPABIEHUS C LENbIO
BHEJPEHUS CpPEICTB IOJIYYEHHS BBOJUMBIX Ha 3TOM
YCTPOWCTBE  Mmapoyie  JocTyma;  3)  SKCIUTyaTaius
ysI3BUMOCTEH Opay3epa BpPEIOHOCHBIMU CKPUIITAMHM IpU
MOCEIEHU U 10JIb30BaTEIEM BpPEAOHOCHOTO W
CKOMIIPOMETHPOBAHHOT'O BeO-caiTa.

T2.6. Hcnons3oBanue HEJTOKYMEHTHPOBaHHBIX
BO3MOKHOCTEH TMPOrpaMMHOIO 00ECHEeueHUs] CEepBUCOB,
MPWIOKEHUH, 000pyJOBaHUsA, BKJIIOYas HCIOJIb30BaHHE
OTJaJ0YHBIX HMHTEp(EeNcoB, MPOrpaMMHBIX, MPOTPAMMHO-
anmnapaTHBIX 3aKJIaJ0K.

T2.7. Ucnonp3oBaHWe B CHUCTEME BHEUIHUX HOCHUTENEH
nH(pOpMalIUK, KOTOpPbIE MOTJM MOJAKIIOYAThCA K JIPYrHM
CUCTeMaM U OBITh 3apa)KCHBI BPEIOHOCHBIM MPOTPAMMHBIM
oOecnieueHreM. B ToM uucie napenue, moamMeHa Wid Moajor
HocuTelel  uMHGOpMAlMM M BHEIIHUX  YCTPOICTB,
coJieprKallliX BPEIOHOCHOE MPOrpaMMHOE oOecrieueHue Min
MpeIHa3HAYEHHBIX JJISl PeaTH3aIlii BPEJOHOCHBIX ()YHKITHIA.
[Tpumepsr: 1) mnepemaua em-HOCHTENE B KOMIUICKTE
MaTEpUaJIOB BbIE3AHOIO Meponpustusi; 2) noameHa USB-
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ajanTepa OECIpPOBOJHON KJIABUATYPhl CXOXHM BHEIIHE, HO
peamu3yromuM  QyHKIMM cOopa U INepefauyd  JAaHHBIX
YCTPOHCTBOM.

T2.8. Mcnosnb3oBaHUE METOJ0B COLMAIBHON WHXKEHEPUH, B
TOM 4YHClie (QUIIMHTA, JUIS TOJNyYeHUs TpaB AOCTyma K
KOMITOHEHTAM CUCTEMBI.

T2.9. HecaHKIMOHUPOBAHHOE TOJKIIOYEHHE BHEIIHUX
YCTPOMCTB.
[Ipumep: HECAHKIIMOHMPOBAHHOE TOJKIIOYCHHE TOYKH

noctyna Wi-Fi.

T2.10. HecaHKIIMOHMPOBAHHBIA JOCTYN IyTeM Moa0opa
YYETHBIX  JaHHBIX  COTPYJHUKAa WJIH  JETUTUMHOTO
moJib3oBarenst (METoJaMu TPSMOTO Iepedopa, CIOBapHBIX
aTak, Tapoyied  MPOU3BOAUTENEH 1O  yYMOJYaHHUIO,
WCIIOIb30BaHUS OJUHAKOBBIX MAPOJICH ISl pa3HBIX YUETHBIX
3amucel, NpUMEHEHHS "paay>KHbBIX" TaOJIHI] MIIM JPYTUMHU).

T2.11. HecankimonnpoBaHHbIi JOCTYT IyTeM
KOMITPOMETAIUU YYETHBIX JAHHBIX COTpYJIHUKA
OpraHu3alii, B TOM 4YHUCJIE Yepe3 KOMIIPOMETAIUIO

MHOT'OKPATHO UCMOJIb3YEMOT0 B Pa3JIMUHBIX CHCTEMaX Maposis
(JUTs TMYHBIX WIIH CITY)KEOHBIX HYXK).

T2.12. Hcnonws3oBaHue J0CTyla K CUCTEMaM U CETSM,
MPEAOCTABIIEHHOTO0 CTOPOHHUM OPTaHHU3alldsIM, B TOM YHCIIE
4yepe3 B3JIOM  HUH(PACTPyKTypbl OSTUX  OpraHH3allHii,
KOMITIPOMETAIIMIO  JIMYHOTO OOOpPYJIOBaHUS COTPYIHUKOB
CTOPOHHUX OpraHU3alUi, UCIIOIB3YEMOTO AJIA JOCTYIIA.
[Ipumep: wuCHOAB30BaHHUE JOCTYNA TPETHEU JTOBEPEHHOM
cTopoHbl (moctaBmiuku WT-yciayr, MOCTaBIIMKH yCIyT
0€30MaCHOCTH).

T2.13. Peanuzanus araku thna '"deinoBek nocepeanHe" A
ocyluiecTBiIeHus aoctymna, HanpuMmep, NTLM/SMB Relaying
aTaku.

T2.14. Jloctyn myTeM SKCIIIyaTallud HEJOCTATKOB CHCTEM
OMOMETpPUUYECKON ayTeHTHU(PUKALIMY.

[Tpumep: nemoHcTpauust Gpororpaduu A ayTeHTUDUKAINH
yepe3 PYHKIHIO PACO3HABAHUS JIUIL.

ITpumeuanue 2: [lonyyeHue qocTyna MOXKET BBIITOJIHSTHCS B
HECKOJIbKO IIaroB ¢ MCHOJb30BaHUWEM OJHOW Win Oonee U3
IIEPEUNCIICHHBIX BBIIIE TEXHUK, II0OKa HapyLIUTENb HE
JIOCTUTHET LEeJeBOM CHCTEMbl WM He OyAeT BBIHYXKIEH
npuOETHYTh K APYTod TAKTHUKE ISl POJIOJIKEHHUS aTaKH.

T3

Buenpenue "
HCITOJIHEHHE
BPEJIOHOCHOTO
MIPOTrPaMMHOI0
oOecreyeHnus B

CUCTEMAX U CCTAX

TakTuueckasa 3aja4a;
MOJYYHB JOCTYI K Y31y
CETH WM  CHCTEMBEI,

T3.1. ABTomMaTHyecKuil 3amycK CKPUITOB U HCIOJIHSEMBIX
(ailioB B cucTeMe ¢ NCIOIb30BAHUEM MOJIH30BATEIbCKUX TN
CUCTEMHBIX  YYETHBIX JIaHHBIX, B TOM 4YHCIE C
HCIIOIb30BAHUEM METOJ0B COLIMAIBHON MHKEHEPHUHU.

T3.2. AkxTuBanus W BBINOJHEHHE BPEIOHOCHOTO KO,
BHEJPEHHOTO B BU/JIE 3aKJIaJ0K B JISTUTUMHOE IPOIrPAMMHOE U
MIpOTrpaMMHOE-aNNapaTHOe 00ECTICUCHUE CUCTEM M CETCH.

T3.3. ABromaruueckas 3arpy3ka BpEIOHOCHOTO KoJa ¢
YIAJIEHHOTO caiiTa WiM pecypca C MOCIEAYIOIIUM 3aIlyCKOM
Ha BBINOJIHEHHUE.
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HapyILIUTEIb CTPEMUTCS

BHEJPUTH B ero
IIPOrPaMMHYI0  Cpefy
WHCTPYMEHTAJIbHBIE

cpencTBa, He0OX0AUMbIE
eMy Uil JalbHEHIINX
JICACTBUU.

T3.4. KonupoBaHue M 3allyCK CKPUIITOB U HCIIOJIHSIEMBIX
¢dailioB  uepe3  CpeacTBa  YAAJIEHHOTO  yIpaBJeHHUs
OIIEPALIMOHHOM CUCTEMOM U CEpBUCAMH.

T3.5. DOkcrmyartanus — ySI3BUMOCTEH THUNA  yAAJICHHOE
HCIIOJTHEHUE IIPOrPaMMHOTO KOoJa (RCE,
Remotecodeexecution).

T3.6. ABTOMaTH4eCcKOE CO3/1aHHE BPEIOHOCHBIX CKPHUIITOB
OpM TOMOUIM JOCTYHMHOTO WHCTPYMEHTapusi OT HMEHH
MOJIb30BATENsl B CUCTEME C HCIOJb30BAaHMEM €r0 YYETHBIX
JTaHHBIX.

T3.7. Ilogmena (aid1oB IETUTUMHBIX IIPOTPaMM U OUOIINOTEK
HEMoCpeNCTBEHHO B cucteme. [Ipumedanue 3: B Tom uucie
MOXET  COYeTaTbCsi C  TEXHUKOM  KOMIpOMETallUuu
ceprudukara, HCHOIB3YEeMOro s MH(PPOBOM MoOANUCH
oOpasza I10.

T3.8. IlogmeHa JErMTUMHBIX NporpamMMm M OMOIMOTEK, a
TaKkKe JIETUTHMHBIX OOHOBIICHHIA MIPOrpPaMMHOT0
o0ecreyeHus, MOCTABISAEMBIX IPOU3BOAUTENIEM YIAICHHO
4yepe3 CeTH CBS3U, B PEMNO3UTOPUSAX IOCTABIIMKA WIM IPU
nepelaye uyepe3 CeTU CBA3HU.

[Tpumeuanue 4: B ToM unciie MOXKET COUETaThCs ¢ TEXHUKOU
KOMIIpOMETallMM  cepTU(UKaTa,  HMCIOJIb3YEeMOro  JUIs
1 poBoii oanrcK 00paza NporpaMMHOTo 00ecieueHHsL.

T3.9. IlogmeHa ccbUIOK Ha JIETUTUMHBIE HPOTpaMMbl U
OMONMOTEKH, a TakKe Ha JIETUTHMHbIE OOHOBIIEHHS
IPOrpaMMHOTO obecrieyeHus, MOCTaBIIsIEMbIE
MPOU3BO/IUTENIEM YAAJCHHO 4Yepe3 CEeTH CBS3H, MOoIMEHa
uHbopMallUd O TakUX OOHOBJIEHMAX, BKIIIOYAs aTakd Ha
MH(PaACTPYKTypHBIE CEPBUCHI MOcTaBIIMKa (Takue kak DNS
hijacking), aTaku Ha TPETbECTOPOHHHUE PECYPChHI, aTaku Ha
JJMIEKTPOHHYIO  TOYTYy W  JApPYyrde cpencrtBa  oOMeHa
COOOILEHUAMHU.

IIpumeuanue 5: B TOM 4mCIiIe MOXKET COYETATHCS C TEXHUKOMN
KOMIIpOMETAllMM  CepTU(UKATa,  HCIOJIB3YEeMOro  JUIs
1 dpoBoH NOANMUCH 00pa3a MPOrpaMMHOI0 00eCIeUeHHs.

T3.10. ITogmena IUCTpUOyTHBOB (YCTaHOBOYHBIX
KOMIUIEKTOB) IpOrpaMM Ha HOCUTENSIX HHQOpPMAIUH WIH
OO0IIIMX CETEeBBIX pecypcax

[Ipumeuanue 6: B TOM 4ncCiIe MOXKET COYETAThCS C TEXHUKOMN
KOMIIPOMETAIllMM  CepTHU(UKATa,  HCIOJIB3YEMOro  JUIs
1 dpoBor NOAMUCH 00pa3a MPOrpaMMHOI0 00ecieUeHusl.

T3.11. Komnpomeranusi cepTuduKaTa, UCIOIb3YEMOro JUis
uupposoit moamucu obpaza IO, BKiIOYAss Kpaxky 3TOrO
ceptudukara y npoussoautens [10 nim nokynky KpajaeHOro
cepTu(duKaTa Ha HeJlerajJbHbIX MJIOLIa/IKaX B CETAX CBS3H (T.H.
"napkBe6") © moANeNnKy cepTuduKara C TOMOIIbIO
skcrryaranuu yszsumocteit 110, peanusyromero QyHKIMH
TeHEPUPOBAHUS KPUNTOrpapUUecKuX KIIOUeHd, XpaHEeHUs U
ynpaBieHus ITUGPOBBIMH cepTH(DHKATAMH.

T3.12. Kommpomerauusi CpeACTB CO3AaHUS MPOTrPaMMHOTO
KO/a TPWIOKEHUH B HMH(PACTPYKType pa3paboTuMKa 3THUX
NPUIOKEHUH  (KOMOWJISTOPOB, JIMHKOBIIMKOB, CPEACTB
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yIpaBJIeHUS pa3paboTKoii) I E: HOCIELYIOLIETO
aBTOMAaTU3UPOBAHHOTO BHECEHUs H3MEHEHUH B 3TOT KOJ,
YCTaHABIMBAaEMbIl aBTOPHU30BAHHBIM II0JIb30BATEIEM Ha
1IeJIEBbIE JJIs1 HAPYLIUTEIS] CUCTEMBI.

T3.13. Komnpomeranus CPEICTB cOopkH,
KOH(UTYpHUPOBaHUS U Pa3BOPAYNBAaHHS IPOTPAMMHOTO KO/,
a TaKKe CPE/ICTB CO3JaHUs Y3KOCIEMaIN3UPOBAHHOTO KOJIa
(k mpuMepy, KoXa TPOMBIIIICHHBIX KOHTPOJJIEPOB) B
UHPPACTPYKTYpE LEJIEBOM CHCTEMBI T
AaBTOMATH3UPOBAHHOTO BHECEHHsS M3MEHEHHH B 3TOT KO,
YCTaHaBJII/IBaeMBIfI ABTOPU30BAHHBIM IIOJIL30BATCJICM HaA
eJIEBBIC JUISl HAPYIIUTEIS] CHCTEMBI.

T3.14. [InanupoBaHue 3aycKa BpeJOHOCHBIX IPOrpaMM IpH
cTapTe OINEpPAalMOHHONM CHCTEMBI ITyTEeM OKCILTyaTallUuH
CTaHJAPTHBIX MEXaHW3MOB, B TOM YHCJE ITyTeM IpPaBKU
KJIFOUeil peecTpa, OTBEUAIOIIMX 32 aBTOMATHYECKHU 3aITyCcK
porpamMm, 3amycka BpeJOHOCHBIX IPOTPaMM KakK CEPBHUCOB U
T.IL

T3.15. IlnanupoBaHue 3amycka BpPEIOHOCHBIX IPOrpaMM
Yyepe3 IUIAHUPOBIIMKOB 33/1a4 B OINEPAIIMOHHOW CHCTEMe, a
TaKXKE€ C HCIOJb30BAaHMEM MEXaHHW3MOB IUIAHUPOBAHHUS
BBIITOJTHEHUS B YIAJICHHON CHCTEME Yepe3 yAalIeHHbBIH BHI30B
nporenyp. BeirmonHeHre B KOHTEKCTE TNIAHUPOBILUKA B PsC
clly4aeB HIO3BOJISICT aBTOPU30BATh BPEIOHOCHOE
nporpaMMHOe OOECTIeYeHHe M TOBBICHTH JIOCTYITHBIE €My
IPUBUIIETUH.

T3.16. 3amyck BpPEIOHOCHBIX MpPOrpaMM MpU TOMOIIU
JIETUTUMHBIX, TOJAMUCAHHBIX HU(POBON MOAMUCHIO YTHIIUT
YCTaHOBKHM TPUJIOKEHUH U CPEACTB 3aIlyCKa CKPHUINTOB (T.H.
TEXHUKA MPOKCHPOBAHHUS 3aIlyCKa), a TaKXkKe Yepe3 CpescTBa
3arycKa KoJia 3JIeMEHTOB yrpaBieHus ActiveX, KOMIIOHEHTOB
¢GuIbTPOB (KOJEKOB) M KOMIOHEHTOB 6ubnmorexk DLL.
[Tpumepsr: 1) 3amyck MSI-daiiioB B onepaiinoHHON cUCTEME
Windows npu moMouy yTUIUTHI msieXxec; 2) UCI0JIb30BaHUe
ytuuT Regsvr32.exe (MicrosoftWindowsRegisterServer) u
odbcconf.exe 11 NpPOKCHPOBAHUS HUCHOJIHEHUS KOAA
oubmmorek dll B onepanmonHoit cucteme Windows
MIOCPEJICTBOM BHECEHUS U3MEHEHHI B peecTp oneparoHHbIX
CHCTEM.

IIpumeyanue 7: BHeapeHue M HUCIOJHEHHE BPEIOHOCHOIO
IporpaMMHOTIO oOecIieueHrsT B CHCTEMAX M CETIX MOXKET
BBIIIOJIHATBHCS B HECKOJIBKO IIArOB ¢ MCIOJIb30BAHUEM OJHOU
Wi Oonee wu3 ONEPCUYUCIICHHBIX BBIIIC TCXHUK, IIOKa
HapyIIUTeNb HE JOCTUTHET EJIEBOM CUCTEMBI WM He OyJer
BBIHY>KJIEH PUOETHYThH K IPYTroi TaKTUKE JJIsl TPOAOIKEHUS
aTaKH.

T4

3akperieHue
(coxpanenue gocryna) B
CUCTEME WJIN CETU

T4.1. HecaHKIMOHMPOBAHHOE CO3/JAHME YUYETHBIX 3alHCEU
WJIY KpaXka CYILIECTBYIOIIUX YYETHBIX JaHHBIX.

T4.2. Hcnonp3oBaHHME INTAaTHBIX CPEACTB  YAAJIEHHOTO
JOCTYIIA U yIPaBJIECHUS ONEPAUOHHON CHCTEMBI.
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TakTnueckas 3aja4a;
MOJIyYUB JIOCTYII K Y31y
CeTH  C  TOMOIUIBIO
HEKOTOPOU
MOCJIeI0BATEILHOCTH
JEUCTBUM, HaAPYIIUTENb
CTPEMHUTCSI  YIPOCTUTH
cebe MTOBTOPHOE
MOJIy4YeHUe JOoCTyla K
3TOMY Y3I1y, €CJIU OH EMY

BIIOCJIEJICTBUU
HOHaIO0UTCA
(manpumep,
yCTaHaBJIMBAET
CpeICTBa  yJIaJEHHOIO
yIpaBJIeHUsS y3710M,
U3MEHSET  HACTPOMKH
CPEICTB  3alUTBl U

IOpyrue JecTBUs)

T4.3. CkpblTass ycTaHOBKAa M 3aIlyCK CPEICTB yNAJIEHHOIO
JOCTyTa U yIPABICHUS ONEPALMOHHON CUCTEMBI.

Buecenne wW3MEHEHHMH B KOHQUTYpAallMIO M COCTaB
IPOrPaMMHBIX M INIPOTPAMMHO-ANIApaTHBIX  CPENCTB
aTaKyeMOM CHUCTEMBbI UJIU CETH, BCIEJICTBUE YETO CTAHOBUTCS
BO3MO>KEH MHOTOKPATHBIM 3aITyCK BPEJOHOCHOI'O KOJa.

T4.4. MackupoBaHue MOAKIIOYEHHBIX YCTPONCTB I0A
JETUTUMHbIE  (HampuMmep, HaHECeHHWEe KOPHOPATHBHOIO
JOrOTUIIA, WHBEHTApPHOTO HOMeEpa, TenedoHa CIIykKObl

TTOJJICPIKKH ).

T4.5. BHeceHue COOTBETCTBYIOUIMX 3allCEed B peecTp,
aBTO3arpy3Ky, IUIAHUPOBIIMKM 3aJaHUH, 0OecredrBaroLINX
3allyCK BPEJOHOCHOTO IPOrPaMMHOrO OOECledeHUs IpH
nepe3arpy3ke CUCTEMbl WM CETH.

T4.6.  Kommpomeranusi  HpOIIMBOK
WCIOJB30BAHUEM  YSI3BUMOCTEH  WJIM  [POTPAMMHO-
anmapaTHbIX 3aKJIQJ0K, K MpHUMEpY, BHEIPEHHE HOBBIX
¢ynknuit B BIOS (UEFI), xommpomeraiusi MpOIIUBOK
KECTKHX JTUCKOB.

YCTPOMCTB €

T4.7. Pe3epBHOE KONMpPOBaHUE BPEAOHOCHOTO KOJa B
00J1aCTsAX, PEIAKO TMOJIBEpracMbIX MHPOBEPKE, B TOM YHCIIC
3apakeHHE Pe3epBHBIX KOMHIl JaHHBIX, COXpaHEeHHuEe 00pazoB
B HEPA3MEUEHHBIX O0JIACTIX MKECTKUX IUCKOB U CMEHHBIX
HOCHTEJIE.

[Ipumeuanue §: 3akperuieHwe (CoxpaHEHHE JIOCTyNa B
CUCTEME) MOXET MPOU3BOJIUTHCS C UCIOIB30BAHUEM OIHOMU
niu OoJjiee u3 NEPCUNCICHHBIX BBIIIC TCXHHUK.

T5

VYpasinenue
BPEIOHOCHBIM
IPOrpaMMHBIM
oOecnieueHneM M (WIJIH)
KOMITOHEHTAMH, K
KOTOpbIM paHee OblI
MIOJIy4€H JOCTYM

TakTnyeckas  3amava:
BHEJPUB  BPEIOHOCHOE
MIPOrpaMMHOE
oOecrieueHue 583071
00eCIeYnBIOCTOSHHOE
MPUCYTCTBUE Ha y3IIe
cerTy, HapYUIUTENhb
CTPEMUTCS
aBTOMATHU3HPOBATh
yIpaBlieHUE
BHEJPEHHBIMHU
WHCTPYMEHTATbHBIMHU
CpeICTBaMH,
OpraHU30BaB
B3anMMOICHCTBUSI
CKOMITPOMETHPOBAHHBIM
y3JIOM H  CEpPBEPOM

T5.1. VpaneHHoe ympaBleHHE 4Yepe3  CTaHJApTHBIC
nporokoibl (Hapumep, RDP, SSH), a Takxke ncnonb3zoBanue
UHOPACTPYKTYpBl  MPOBAUIEPOB  CPEACTB  yAAJIEHHOTO
agMuHuCTpupoBanus. IIpumep: wucnonb3oBaHME CpPEACTB
ynaneHHoro ympasieHuss RMS/teamviewer ans cosnaHus
KaHaJla CBA3M W  YNOPABICHHUS CKOMIIPOMETUPOBAHHOU
CUCTEMOM CO CTOPOHBI 3710YMBIIUICHHUKOB.

T5.2. MHcnonp3oBaHue IUTAaTHBIX CPEACTB
JOCTyTa U yIPABJIEHUS ONEPALMOHHON CUCTEMBI.

yAaJIE€HHOTO

T5.3. KoMmMmyHUKamusi ¢ BHEIITHUMH CEPBEPAMH YIIPABICHUS
gepe3 XOpOIIOo W3BECTHBIE IOPTHI HAa JTHX CepBepax,
paspelieHHbIe Ha MexceTeBoM dkpane (SMTP/25, HTTP/80,
HTTPS/443 u np.).

T5.4. KommyHUKanMsi ¢ BHEIIHUMH CEpBEpPAMM YIIPaBJICHUS
yepe3 HeCTaHJapTHbIE MOPThl HAa JTUX CEpBEpax, 4TO B
HEKOTOPBIX cIyqasix MIO3BOJISIET AKCIUTYyaTUPOBATh
ySI3BUMOCTH CPEJICTB CeTeBOM punmbTpanuu st 00Xo1a 3TUX
CPEICTB.

TS5.5. YnpaBienue yepe3 CbeMHbIE HOCUTENIH, B YaCTHOCTH,
nepeaaua KOMaH/ yIpaBiIeHUS MEXITY
CKOMIIPOMETUPOBAHHBIMH ~ W30JIMPOBAHHOM CHCTEMON H
MOAKIIOUEHHON K IHTEepHET cuCTEeMOW 4Yepe3 HOCHUTENH
nH(pOpMaIUU, UCTIOJIB3yEeMbIe Ha 00EHX CHCTEMAX.

T5.6. [IpokcupoBanue Tpaduka ynpaBieHus Uil MACKUPOBKH
MOJ03PUTEIILHON CETEBOM aKTUBHOCTH, 00X0/1a TpaBWJ Ha
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YIPaBJIECHUS, KOTOPBII
MOKET OBbITh pa3MelleH
B cetu VMHTEpHeT uinu B

uHppacTpyKType
OpraHu3aluu

MEXKCETEBOM DKPAHE U COKPBITHUS aJIpecOB MHMPACTPYKTYPHI
HapyuuTenei, 1yoaupoBaHue KaHAIOB CBA3H, 00ycKauus u
pasznenenue  Tpaduka  ynpaBleHUs ~ Bo  u30exaHHe
0oOHapy KEeHHS.

ITpumepsl: 1) wHCHONB30BaHUE CKOMIIPOMETHPOBAHHBIX
CUCTEM B TOW XK€ CETH, M1 KOTOpbIX IpaBwiamMu MO
pasperieH goctyn B UHTepHET, B KaueCTBE MPOKCH CEPBEPOB;
2) wucnonb3zoBaHue wuHGpacTpykTypel cetu TOR  musa
MIPOKCHUPOBAHUSL 3alpoOCOB K CepBepaMm yMpaBieHHS; 3)
MCIOJIb30BaHKE OJJHOI0 KOMMYHHUKAIIMOHHOT'O ITPOTOKOJIA JIs
3ampoca, ¥ IPyroro - ;i OTBETA Ha 3aIpoc.

T5.7. TynnenupoBanue Tpaduka ynpasiaeHus yepe3 VPN.

T5.8. TyuuemupoBanue Tpaduka yHpaBlIeHHS B TOJIS
3aMOTHEHUS U IaHHBIX CIY>KEOHBIX MPOTOKOJIOB, K IPUMEPY,
TYHHEJIMPOBaHUE Tpaduka ynpaBieHHS B IOJIA JaHHBIX U
3anoyiHeHus npoTokosioB DNS, ICMP wiu npyrue.

T5.9. VnopasneHue uyepe3 MOAKIIOUYEHHBIE YCTPOWUCTBA,
peanu3yomue JOMOJHUTEIbHBIN KaHal CBSI3U C BHEIIHUMHU
CUCTCMAaMU NI MEKAY CKOMIIPOMETHPOBAHHBIMH CUCTEMaMU
B CETH.

T5.10. Ucnonp3oBanue cpencts ododyckammu, muppoBaHus,
creraHorpaduu JJsi COKPBITHS TpaduKa ypaBlIeHHUS.

T5.11. [lepenaua koMaH] ynpaBiieHHUs Yepe3 HECTaHIIAPTHO
UHTEPIPETUPYEMbIE TUIIOBBIE ONEpaliy, K PUMEpPY, IyTeM
BBHITMIOJIHEHUS] KONHMPOBAaHUs (ailjla 1o  pa3pelieHHOMY
npotokony (FTP wim mnonoOHoMy), myTeMm ympaBieHHs
pasaenseMbIMU CETEBBIMH pecypcaMu Mo NpoTokory SMB u
T.IL.

T5.12. llepenavya komaHa yrpaBieHUs Yepe3 MyOTHKaIlUi0 Ha
BHEITHEM JIETUTUMHOM CEpBUCE, TaKOM Kak BeO-cailT,
00JIaYHBI pecype, pecypc B CONMATBHOMN CETH U T.I1.

T5.13. JluHamMuyeckoe HW3MEHEHUE aJpecoB CEPBEPOB
YOpaBJIE€HUS, HIEHTU(UKATOPOB BHEIIHMX CEPBHUCOB, Ha
KOTOPBIX MyOJUKYIOTCS KOMaHJbI YIpaBl€HHs, W T.I. IO
M3BECTHOMY aJITOPUTMY BO M30exaHHe 0OHAPYKEHUSI.

[Ipumeuanue 9: YnpasieHne BpeIOHOCHBIM MPOrPaMMHBIM
obecriedyeHreM U (WJIM) KOMIIOHEHTaMH, K KOTOPBIM paHee
ObLT MOJIyYEH JOCTYII, MOXKET MPOU3BOJIUTHCS HApYILIUTEIEM
C MCIIOJIb30BAaHUEM OJHOW WM 0ojiee U3 MepedrCICHHBIX
BBIIIE TEXHUK JUIA YIPABICHUA TPYAHOIOCTYITHBIMU
KOMIIOHEHTAMHM WM IS pealu3allid pPE3EPBHBIX KaHAJIOB
yYIIpaBJICHUSI.

T6

[ToBpIIECHHE
MIPUBHJIET U 110 JOCTYIY
K KOMIIOHEHTaM CHCTEM
" ceTel

TakTnueckas
II0JIy4UB

3aja4a;

T6.1. TIlomyueHue fAaHHBIX Ui ayTEHTUQHUKAIMU |
aBTOpPHM3allMd OT HMEHM IPUBWIETUPOBAHHOW YYETHOU
3aluCH MyTEM MOWCKa 3TUX JaHHBIX B Mamkax M Qaitnax,
MOMCKA B MaMATH UJTU IIepexBaTa B ceTeBoM Tpaduke. JlaHHbIe
JUIs. aBTOPU3AllMK BKJIIOYAIOT NApOJIM, X2UI-CyMMBI NapoJei,
TOKEHBI, HUIACHTU(MUKATOPHI CECCHH, KpUnTOorpaduyecKue
KJIFOUH, HO HE OTPAaHUYMBAIOTCS] UIMH.
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[IEpBOHAYAJIbHBIN
JOCTYyn K  y31y C
MIPUBUJICTUSIMU,
HEJOCTAaTOYHBIMH  JJIA
COBEPILCHUSI  HYXKHBIX
eMy JIeHCTBHH,
HapyIIUTENIb CTPEMUTCS
MOBBICUTH TOJYy4YCHHBIE
MPUBUJICTUH U TIOJTYYHTh
KOHTPOJIb HAJl Y3JIOM

T6.2. Tlombop mapons win Apyro wuHGOpMAIMM  JUIS
ayTeHTU(QHUKAIUK OT MMEHHM NPUBHICTUPOBAHHON YYETHOM
3aIHUCH.

T6.3 Okcnnyartanust ys3sumocted [I0 Kk mOBBIIIEHUIO
NIPUBUIICTUH.

[Ipumep: »sKkcmyaranus ysS3BUMOCTH JApaiBepa CIIyKOBbI
MeyaTH, MO3BOJISIIOUIEH BBIMOJHUTH KOJI C MNPUBUICTUSIMHU
CUCTEMHOM YYETHOU 3aMHCH, Yepe3 JOCTYII K 3TOMY ApaiBepy

u3 NPUIOKEHUS, 3aITyIEHHOTO oT UMECHH
HETPUBHUIIETHPOBAHHOTO MOJIH30BATEISL.
T6.4. OKcrutyaTanus yS3BUMOCTEHN MeXaHu3Ma

HMMIEpCOHAIMK (3allycKa OIlepaluil B CUCTEME OT UMEHHU
Jpyroi y4yeTHOMU 3aIrucn).

[Tpumep: skcIuTyaTanus ys3BUMOCTH IUTaTHOTO MEXaHHU3Ma
HMMIIEpPCOHALMH, PEAIN3YEMOT0 OIIEPALIMOHHON CUCTEMOM.

T6.5. Manumynsiuu ¢ UICHTU(HUKATOPOM CECCHU, TOKCHOM
JOCTyTa WM WHBIM ITapaMETPOM, OTPEICIISIONIMM IpaBa U
MTOJTHOMOYHSI TIOJIb30BATENSI B CUCTEME TaKUM 00pa3oM, 4YTO
HOBBIM WJIM W3MCHCHHBIN HWICHTH(PHKATOP/TOKCH/TIapaMeTp
JaeT BO3MOXKHOCTH  BBITIOJIHGHUS paHEE HEIOCTYITHBIX
MOJIb30BATEIIO ONEPALIUH.

[Tpumep: kpaxa U MoaJeNKa cookie CeCCHU JUIs MOTyUYCHHSI
ABTOPU30BAHHOTO JOCTyNMa K BeOMHTEpdeicy ymnpaBieHUs
CETEBOr0 YCTPOWCTBA.

T6.6. O06X0n MOMUTHUKH OTPAHUYEHUS TOJTH30BATEIHCKUX
YUETHBIX 3amuceil B BBINOJHEHUW TPYI  OMEpaluid,
TPeOYIOMIMX MTPUBIICTHPOBAHHOTO PEKUMA.

[Tpumep: o06xox UserAccountControl B omnepannoHHOM
cucreme Windows.

T6.7. Hcnonp3oBaHWe  ySI3BUMOCTEH  KOH(Urypaiuu
CUCTEMBbI, CIy)X0 W TpPWIOKEHHH, B TOM 4YHCIE
IIPEIBAPUTEIILHO CKOH(UTYPHPOBAHHBIX npoduieit
MPUBWIETUPOBAHHBIX  T0OJb30BaTeNel,  aBTOMAaTHYECKU

3aIlyCKaeMbIX OT IMEHHU IPUBUIIETUPOBAHHBIX I10JIb30BaTENCH
CKPUNTOB,IIPWJIOKEHUH U DK3EMIUISIPOB  OKPY>KEHUS,
MO3BOJLSIIOIIMX ~ BpefoHocHOMYy IIO  BemomHATBCS — C
MTOBBITIIEHHBIMU TIPUBUIICTUSIMHU.

[Tpumepsr: 1) ucnonb3oBanue mnpoduneir PowerShell nns
3akperieHus: BpeaoHocHoro 1O B cucteme M BBITTOTHEHHUS
storo IIO ¢ TDNOBBIUEHHBIMU  NPUBMIETUAMH;  2)
KOH(UTYypaIysi KOMaHAbl Tepexo/ia B MPUBUICTHPOBAHHBIN
pexum  sudo, TpH  KOTOPOM  yCHEIIHBIM  pe3ynbTaT
BBITIOJTHEHUSI ATOW KOMaHIbl Ha HEKOTOpPOE BpeMs
KOUIMPYETCs,, YTO TMPH ONpPEIENCHHBIX O00CTOATENbCTBAX
MOXXET OBIThb HCIOJIb30BAHO BPEAOHOCHBIM KOJIOM JUIS
BBITMOJIHEHUS] TPUBUJIETUPOBAHHBIX ONEpaluii B TeueHHe
3TOr0 BpeMeHHu; 3) mapaMeTpbl UCHOJHEHHUs (ailioB
(ImageFileExecutionOptions, IFEO), MO3BOJISIOIINE
NEPEeKIII0YaTh HUCIHOJIHEHUE (ailioB B pexXUM OTIAAKH,
BBIMOJIHAS ~ BPEJAOHOCHBIE  MPUJIOXKEHHS  TOJA  BHJIOM
OTJIAJYUKOB U CPEICTB MOHUTOPHMHIA, YTO MO3BOJSET UM
OTKJIIOYATh CUCTEMHBIE MPUJIOKEHUS U CPEJICTBA 3AIMTHI.
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T6.8. Okcrutyaranust ysi3BUMOCTEN, CBA3aHHBIX C OTAEIBHBIM,
U BEpOSTHO MEHEe CTPOIMM KOHTpPOJEM JIocTymna K
HEKOTOPBIM pecypcaM (Hampumep, K (ailioBoii cucreme) s
HENPUBUIETMPOBAHHBIX YUETHBIX 3aMIUCEH.

[Tpumep: mnoamena Ha aucke OWHApHBIX (ailyIoB WM
CKpPUNTOB,  TpEeIHAa3HAYEHHBIX  JUIi  WCHOJHEHHS B
MPUBUIICTUPOBAHHOM KOHTEKCTE, MIPUIIOKCHUEM,

HCITOJIHAOIMNMCS B HCIPUBUJIICTUPOBAHHOM KOHTEKCTC.

T6.9. Okcnmyaranus ysS3BUMOCTEH CPEJICTB OIPaHUYECHUS
Cpelbl UCIOJIHEHUS (BUPTYaJIbHBIE MAIMHBI, TECOYHUIBI U
T.I.) JUI UCIIOJIHEHUS KOJla BHE 3TOM CpPEIbl.

[Ipumep: sKkcruryaTanus ysS3BUMOCTH o00paboTku Oydepa
JAHHBIX B paMKaX MMECOYHHIIBI, peain3yeMoi Opay3epoMm Jis
orpanuyeHuss paboTel MOOWIBHOrOo koma (Javascript), ¢
MOCTIeTYIOIMM BBIITOJIHEHHEM KOJAa B KOHTEKCTE Ipolecca
Opaysepa.

[Tpumeuanue 10: [loBblieHHe NpUBHIErHA MO JOCTYHY K
KOMIIOHEHTaM CHUCTEM M CETEH MOXKET NPOU3BOAMUTHCA C
HCII0JIb30BaHNEM OJHOU 1iin OoJiee U3 ePEUNUCICHHBIX BbIIIE
TEXHMK, II0OKa HapyLIMTelIb HE MOJIY4YUT JOCTATOYHO
NPUBWIECTUN I pean3aluyd  JPYrod  TaKTUKH B
IIPOJOJDKCHUH aTaKH.

T7

CokpbITHE JEHUCTBUM U
MPUMEHSEMBIX TIPU 3TOM

CPEICTB oT
oOHapyKeHUs
TakTuueckas  3agada:
HapyIIUTEb CTPEMUTCS
3aTpyIHUTH
MIPUMEHEHHE Mep
3amuTel  MHGOpMAIuH,
KOTOpbIE CIIOCOOHBI
rnoMeniaTh ero
NEUCTBUSAM 1581051

OOHapYXUTh UX

T7.1. Hcnonb3oBaHuEe HapyIIUTEIEM WIA BPEJOHOCHOU
1aT(OpMON ITATHBIX HHCTPYMEHTOB a]MUHUCTPUPOBAHUS,
YTUJIUT U CEPBHUCOB ONEPALMOHHOM CHUCTEMBI, CTOPOHHUX
YTWJIUT, B TOM YHCJIE JIBOMHOIO Ha3HAYEHHUSI.

T7.2. Ouuctka/3aTMpaHue HCTOPUM KOMaHJ U >KypHaJIOB
perucTpaiuy, IepeHanpaBieHue 3amnuceil B KypHaJbl
perucTpanyy, nepenoHeHne HCTOPUHA KOMaH U JKypHAJIOB
perucTtpanuy, 3aTpylHEHME JOCTyHna K  IKypHajam
PETUCTpAIINH I aBTOPH30BAHHBIX MOJIb30BATEIEH.

T7.3. VYnanenue ailnoB, mepenuchBaHUE
MIPOU3BOJBHBIMA  JAaHHBIMHU, (OpMaTHPOBAHUE
HOCHTEIIEN.

¢aitnos
CHEMHBIX

T7.4. OrtkimoueHre  CpPeACTB  3allUTHl  OT  YIpo3
nH(OPMALIMOHHOW 0E30MacHOCTH, B TOM YHUCIE CPENCTB
AHTUBHPYCHOM 3alllUThl, MEXaHU3MOB ayJuTa, KOHCOJIEH
orepaTopa MOHUTOPUHTA U CPEJCTB 3aIUTHI IPYTUX TUIIOB.

T7.5. OtTknroyeHue CHUCTEM M CPEACTB MOHUTOPHUHIA H
3alIUTHI OT YIPO3 MPOMBIIIJICHHOM, (PU3NUECKOM, OKapHOii,
9KOJIOTUYECKOMN, PaluallMOHHON 0€30MacHOCTH, WHBIX BHUJIOB
0€30MaCHOCTH AaBTOMATH3UPOBAHHON CHUCTEMbI YIpaBJICHUS
TEXHOJIOTMYECKMMHM  TpoLeccaMd U YIpaBiIsieMOro
(KoHTposIHpyeMoro) oobeKTa H (HJIK) Impolecca.

T7.6. llognenka NaHHBIX BBIBOJA CPEJICTB 3AIUUTHI OT yrpo3
nH(OpPMaLIMOHHOW O€30MaCHOCTH.

T7.7. llonnenka AaHHBIX TEJIEMETPUU, AAHHBIX BBIBOJAA
ABTOMATHU3HPOBAHHBIX CHUCTEM YIPABIIECHUS, JAHHBIX CHCTEM
Y CPEJICTB MOHUTOPHUHTA U 3aIlIUTHI OT YIPO3 MPOMBIILIIEHHOMH,
(bU3UYECKOM, TMOXAPHOU, HKOJIOTHYECKOH, paguarimOHHON
0€e30acHOCTH, WHBIX BUJIOB 0€e30I1aCHOCTH
ABTOMATHU3UPOBAHHOM CHCTEMbI yIpaBJeHUs
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TEXHOJIOTMYECKMMH  TPOIECCaMH U YNPaBISIEMOTO
(koHTpOIMpPYEMOro) oO0beKTa M (WMaM) Tpoliecca, JaHHBIX
BHJICOHAOTIOICHUS U JJPYTUX BU3YAIBHO WJIM aBTOMATHUECKU
MHTEPIPETHPYEMBIX JIAHHBIX.

T7.8. BrimonHeHue aTaku OTKa3a B OOCIy)KMBaHUHM Ha
OCHOBHBIC W DE3EpBHBIC KaHAIbl CBSA3M, KOTOPBIC MOTYT
UCIIOJIb30BATHCS L JOCTaBKU cooOmeHuH 0
HEepaboTOCIIOCOOHOCTH CHUCTEM HJIM MX KOMIOHEHTOB WJIH O
JPYTUX MPU3HAKAX aTaKH.

T7.9. Ilogmucanne Koxma, BKIIOYas  HMCIOJb30BaHHUE
CKOMIIPOMETHPOBAHHBIX  CEPTU(DHUKATOB  ABTOPUTETHBIX
npousBogutener [0  nng  nmoamucaHusi BpPEIOHOCHBIX
IIPOTPaMMHBIX MOJYJICH.

[Ipumeuanue 11: Coueraercs ¢ TEXHUKOW KOMIPOMETALUU
ceprudukara, HCIOIB3YEeMOTrO JUIs IH(PPOBON IMOAIMKCH
obpa3za I10.

T7.10. Baenpenue BpEeIOHOCHOTO KOJia B JIOBEPEHHBIC
MPOIECCHl  ONEPAI[MOHHONW CHCTEMBI W JAPYTHe OOBEKTHI,
KOTOPBIE HE TIOJIBEPTAOTCS aHATHU3Y Ha HAJTMYUE TAKOTO KOJIa,
JUISL IPEAOTBPALICHUs 00HAPYKEHHUSI.

T7.11. Moaudukanus MoAyied W  KOHPUTypaLUH
BPEJIOHOCHOT'O IIPOrPaMMHOTO obecrieueHus s
3aTpyJIHEHUS €r0 OOHAPYKEHUS B CUCTEME.

[Tpumep: BHeCeHHE U3MEHEHUH B MOJYJIHM U KOH(UTYypalHio
BpenoHocHoro  IIO  nmns ypmaneHWss  MHAMKATOPOB
komnpomeranuu 3tuM BIIO mocne oOHapyxkeHus ero B
JPYTUX CUCTEMAX.

T7.12. Manunynsiuuy MMEHaMM M IapaMeTpaMM 3aIlycKa
MIPOLIECCOB U MPHJIOKEHUHN AJ11 00ecreYeHNs CKPBITHOCTH.
[Tpumepsl: 1) cOkpbITHE OKHA IPUIIOKEHUS Yepe3 mapaMeTphl
3amycka mnponecca B OC Windows; 2) BbeiOOp s
BPEJIOHOCHOTO TPWJIOKEHUS HMMeHH (aiina (mporecca),
MIOX0)KET0 HAa WM  M3BECTHOTO W/WIM  CUCTEMHOIO
IPWJIOKEHUS WM COBIAJAIOIIETO C HUM.

T7.13. Co3nanue CKpBHITBIX (aillioB, CKPBITBIX YYETHBIX
3aIMCEN.

T7.14. YcraHOBI€HUE JIOKHBIX JOBEPEHHBIX OTHOIICHUM, B
TOM 4HCJIE€ YCTaHOBKA KOPHEBBIX CEPTU(UKATOB IS
YCHEIIHOM BaJUAaliy BPEJOHOCHBIX TPOrPaMMHBIX MOy
U aBTOpPU3ALIMY BHEIIHUX CEPBUCOB.

T7.15. Buenpenue BpPEJOHOCHOI'O KOoJa
BBIOOPOYHBIM/ILIETIEBBIM 00pa3oM Ha Hauboyee Ba)KHBIE
CUCTEMBI MJIM CHUCTEMBI, YJOBJIETBOPSAIOIINE OIPENEICHHBIM
KpUTEpUSM, BO n30exaHue MIPEXKIEBPEMEHHON
KOMIIPOMETAIMM UHPOPMALIMU 00 MCIIONIb3YEeMbIX IPU aTake
ySI3BUMOCTSIX U OOHapy>KeHUs aKTa aTaku.

T7.16. HckyccTBEeHHOE BPEMEHHOE OTrpaHHUYEHUE
pacnmpocTpaHeHHs WM aKTUBAllMM BPEIOHOCHOTO KoJa
BHYTPH  CE€TH, BO  H30eXKaHUE  MPEKIAEBPEMEHHOTO
oOHapy>keHHs daKTa aTaku.

[Tpumep: pacrpocTpaHeHue BPEIOHOCHOTO I10
eIMHOBPEMEHHO o BCEM MHTEPECYIOLUINM
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3JIOYMBIIIJIEHHUKAM CHCTEMaM U €IMHOBPEMEHHBIN 3aIlycK
€ro Ha BBINOJHEHUE 10 KOMaHJEe, BIUIOTH 1O BBIIOJHEHMS
KOTOPOH KOMITPOMETALIUIO CHCTEMbI OOHAPYKUTh CI0XKHO.

T7.17. O6dyckamus, mmdppoBaHUe, yNaKOBKa C 3aIlUTOU
MapojeM WU COKPBITHE CTETaHOTPapUYECKHMH METOJIaMU
MPOrpaMMHOTO Koza BpenoHocHoro 10, naHHBIX ¥ KOMaH]
YIPaBISIONMETo TpaduKa, B TOM YHCIIE MPU XPAHESHUH 3TOTO
KO/Ja W JIaHHBIX B aTaKyeMOH CHCTEMe, NMPU XPaHCHHH Ha
CETEBOM pecypce WU MPH Mepeiaue 1o CeTH.

T7.18. MHcnonb3oBaHue CpEeACTB BUPTyAIM3alLMU IS
COKPBITHSI BPEJOHOCHOTO KOJ1a MJIU BPEIOHOCHOM aKTUBHOCTH
OT CpeJCTB OOHAPYKEHHS B ONIEPAIIMOHHON CHUCTEME.

T7.19. TynnenupoBanue Tpaduka ynpasuenus yepe3 VPN.

T7.20. TynnenupoBanue Tpaduka ymOpaBiIeHUS B MOJA
3aM0JIHEHUS U IaHHBIX CIYKEOHBIX IPOTOKOJIOB, K IPUMEPY,
TyHHEITMpOBaHUE Tpaduka ympaBieHUS B MOJSA JaHHBIX U
3anonHeHus nporokosioB DNS, ICMP unu apyrue.

T7.21. i3menenne KOHPUTYpALUH CETH, BKITIOYAsi N3MEHEHHUE
KOH(UTypaIiy CETEeBbIX YCTPOICTB, OpPraHU3aIMI0 MPOKCH-
COeIMHEHUH, M3MEHEeHHEe TaONuI] MapIIpyTH3aluH, cOpoc U
MomupUKaMIo — TMaposieil  goctyma K uHTepdeiicam
YIIPABJICHUS CETEBBIMH YCTPOWCTBAMH.

T7.22. IlogmeHna 1 KoMIIpoMeTalus MPOLUIMBOK, B TOM YHUCIIE
npomuBok BIOS, xecTkux 1HCKOB.

T7.23. Tlommena ¢ailioB JETUTUMHBIX TNpPOrpaMM U
OMOJIMOTEK HETIOCPEICTBEHHO B CHCTEME.

ITpumeuanue 12: B TOM uncie MOKET COYETATHCA C TEXHUKOU
KOMIIpOMETaluu  cepTuduUKara,  HCIOIb3YEMOro  JJid
uudposoii noanucu obpaza I10.

T7.24. TlonMeHa JETUTUMHBIX IporpaMM U OHOIMOTEK, a
TaKxKe JIETUTUMHBIX OOHOBIICHU IIPOTPaMMHOTO
o0ecTieYeHNs, TOCTABISEMBIX IPOU3BOANUTEIEM YIAJIEHHO
gyepe3 CeTH CBS3M, B PEMO3UTOPUAX IMOCTABIIMKA WU TPH
repeiaye yepes CeTu CBA3H.

[Tpumeuanue 13: B ToM uncie MOXKET coUeTaTbCs C TEXHUKOM
KOMIIPOMETAIlMK  CepTHU(UKATA,  HCIOIB3YEMOTO  JUIS
nudposoit moanucu odbpasa I[10.

T7.25. llonMeHa CCBIIOK Ha JIETUTUMHBIE NPOrPAMMBI H
OMOIMOTEKH, a TakKe Ha JIETUTUMHBIE OOHOBJICHHUSA

IporpaMMHOTIO O6€CH€‘I€HI/I$I, IIOCTaBJIICMbIC
MMPOU3BOJAUTCIICM YIAAJIICHHO YC€pPC3 CCTU CBA3HU, I/IH(I)OpMaI_II/II/I
0 TaKHuX 06HOBJ’I€HI/I$IX, BKJIrO4as aTaKu Ha

MHOPACTPYKTYPHBIE CEPBUCHI MOCTaBIIMKa (Takue kak DNS
hijacking), aTaku Ha TpeThECTOPOHHUE PECypChl, aTaKu Ha
JIEKTPOHHYIO  TOYTYy W  Jpyrde cpeiactBa  oOMeHa
COOOIIEHUSAMU.

[Tpumeuanue 14: B TOM 4nCiIe MOXKET COYETATHCS C TEXHUKOM
KOMIIpOMETallMM  CepTU(UKATA,  MCIOJIB3YyEeMOro  JUIs
uudposoii noanucu obpaza I10.

T7.26. [Togmena JTUCTPUOYTHBOB (YcTaHOBOYHBIX
KOMIUIEKTOB) NPOTPaMM Ha HOCHUTENAX WH(POpPMALUU WIH
0OIIIMX CETEBBIX pecypcax.
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ITpumeuanue 15: B TOM 4nciie MOXKET COUETAThCS C TEXHUKOU
KOMIIpOMETallMM  CepTU(UKATAa,  HMCIOJIB3YEeMOro  JUIs
uudposoii noanucu odpasza I10.

T7.27. Komnpomertarusi cepTudukaTa, UCIOIb3yeMOTO IS
uudpoBoii moanmucu odbpaza I1O, Bkmouas Kpaxy 3TOTO
ceprudukara y npousogutesns [10 uiam nokymnky KpajaeHoro
cepTH(HKATa Ha HEJIETATBHBIX IUIOMIA/IKAX B CETAX CBA3H (T.H.
"mapkBe0") W ToOmIENKy cepThdHUKaTa ¢ MTOMOIIBIO
sKkcrutyaranun ysssumoctend 10, peanusytomero (yHKIuu
TeHepUPOBaHUS KpUNTOrpaduyecKuX KIIOYel, XpaHeHUs U
ynpaBieHus: TU(QPOBBIMH cepTU(DUKATAMH.

T7.28. Kommpomerauusi CpeACTB CO3AaHUsS MPOTrPaMMHOTO
KO/a TPWIOKEHUH B MH(PACTPYKType pa3paboTUMKa 3THUX
MPWIOKEHUH  (KOMIHWISTOPOB, JUHKOBIIMKOB, CPEICTB
yIpaBiIeHUS pa3paboTKoil) JUISI MOCIIEAYIOLLETO
ABTOMATHU3HPOBAHHOTO BHECEHUS HM3MEHEHHH B 3ITOT KO,
YCTaHABIMBAaEMbIi aBTOPHU30BAHHBIM I10JIb30BATEIEM Ha
1[eJIeBbIC JIsl HAPYIIUTEIS! CUCTEMBI.

T7.29. Komnpomeranus CpEICTB cOopku,
KOH(UTYPUPOBaHUS U Pa3BOPAYMBaHHS IPOTPAMMHOTO KO/,
a TaKKe CPE/ICTB CO3JaHMs Y3KOCIIEIMAIN3UPOBAHHOTO KO/
(k Tmpumepy, KoJa NPOMBIIUICHHBIX KOHTPOJUIEPOB), B
UHPPACTPYKTYpE LIETIEBOI CHUCTEMEL, T
AaBTOMATH3UPOBAHHOTO BHECEHHsS M3MEHEHHH B 3TOT KO,
YCTaHaBHHBaCMBIﬁ ABTOPU30BAHHBIM IIOJIB30BATCJICM Ha
11eJIEBbIE JJIs1 HAPYLIUTEIS] CUCTEMBI.

[Tpumeuanue 16: CokpbITHE NEHCTBUI U IPUMEHSEMBIX HpU
TOM CpPEICTB OT OOHAPYKEHUS MOMKET MPOM3BOJIUTHCS C
HCIOJI30BaHNEM OJHOU 1iin OoJiee U3 MepeUHCICHHBIX BhIIIE

TEXHUK IS COKPBITHUS pa3HbIX CBU/IETEJILCTB
KOMITPOMETAllUU CUCTEMBI WK 11 Ooisiee 3((PeKTUBHOTO

COKpBITHSI.
T8 | Ilomyuenue noctyna | T8.1. Oxkcryaranusi  ys3BUMOCTEH  JJIsl  MOBBILLIEHUS
(pactipocTpaneHue NpUBMJIETUIl B CHCTEME WJIM CEeTH Ui YAAJIEHHOrOo
JIOCTyNa) K JPYTHM | BBIIOJHEHHUS TMPOTPAMMHOTO KOZa ISl PaclpOCTpaHEHHS

KOMITOHEHTAM CHUCTEM U
ceTeil WM CMEXHBIM
CHCTEMaM U CETAM

TakTuueckass  3aj;aua:
MOJIyYMB  JOCTYyN K
HEKOTOPBIM y371am
UH(PACTPYKTYPHI,
HAPYIIUTEIh CTPEMHTCS
MOJIYYUTh  JIOCTYH K
IpyTUM y3JaM.
ITomoOuoe
pacmpocTpaHeHue
JOCTyIIa MOXET OBITh
HeIleJICHAIPABICHHBIM:
Tak, elle He 3Hasd, K

JOCTYTIA.

T8.2. Hcnonbs3oBanue cpencts U uHTEp(dencoB yaaneHHOTo
yIpaBIEHUS ISl NTOJIy4YE€HHUS TOCTYIa K CMEKHBIM CUCTEMaM
Hu CETAM.

T8.3. MHcnoap3oBaHme  MEXaHH3MOB  JIHUCTAHIITMOHHOM
YCTaHOBKHU MPOTrPaMMHOTI0 obecrnieueHUs u
KOH(UTYpUPOBaHUS.

[Ipumep: pacnpocTpaHeHUE BPEJOHOCHOTO KO/1a TPYTIIIOBBIMU
nonutrkamMu ActiveDirectory, 0OBIYHO UCTIOIB3YEMBIMU IS
ABTOMATHUYECKOTO YMPABJICHUS JIETUTUMHBIM MPOrPaMMHBIM
oOecIeyeHneM.

T8.4. YnanenHoe xomupoBaHHe (ailoB, BKIOYAs MOAYIU
BPEJOHOCHOTO MPOTPAMMHOTO OOECTIEYeHHsI U JICTUTHMHBIC
pOrpaMMHBbIE CpelICTBa, KOTOpbIE MIO3BOJISIOT
37I0yMBIIUICHHUKY TOTy4YaTh TOCTYI K CMEKHBIM CHCTEMaM H
CETSIM.
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KaKUM
KOMIIOHEHTaM
UHPPACTPYKTYPHI
TpeOyercsi  TMOJIyYuTh
JOCTYT JIJIsl TOTO, YTOOBI
BbI3BaTh HY)XHBIC €My
HETraTUBHBIC

HUMCHHO

T8.5. U3MeHenune KoHpUrypaluu CeTH, BKIIOYasi U3MEHEHHE
KOH(UTYypaIliy CETEeBBIX YCTPONCTB, OPraHU3aIMIO IPOKCHU-
COCMHEHUH, N3MEHEeHne TalOauIl MapIIpyTU3aliH, cOpoc U
MoauduUKaMIo — Tapoied  JocTyma K - HHTepdeiicam
yIpaBJICHUS CETEBBIMU YCTPOICTBAMHU.

T8.6. KomnupoBaHue BpEeIOHOCHOTO KOJa Ha CbEMHBIE
HOCHUTENH.

MOCIIEACTBUS, —
HapyIIHTEND Mosker | 18-7. PasmelieHne BpeAOHOCHBIX IPOrPaMMHbIX MOJIYJICH Ha
cTpeMuThes  monyunTh | PAIACTACMBIX CETEBBIX PECYPCAX B CETH.

KOHTPOJb  Haj  Kak T8.8. I/ICHOJIB3OBaEII/Ie JIOBEPEHHBIX OTH(iLI_IeHI/II?
MOSKHO Gonbieii | CKOMIIPOMETUPOBAHHOM CHCTEMBI M IOJIL30BATENIEH OTOH
JACTRIO CUCTEMBl C JPYIMMH CHCTEMaMU M IOJIb30BATENAMU IJIs
MH(PACTPYKTYPBI pacnpocTpaHeHus BPEIOHOCHOTO IPOrPaMMHOTO
CHOTEM W CeTeill oOecrnieueHuns WiK JUIsl 10CTyIa K CUCTeMaM U MH(popMaluu B
JIPYTUX CUCTEMax U CeTSX.
[Tpumep: oTChUTKA COOOIICHU KOPIIOPATUBHOMN JICKTPOHHOM
MOYTHI OT UIMEHH KOJUIET U MPOYMX JOBEPEHHBIX JIUII.
[Ipumeuanue 17: ITlomydenue noctyma (pacmpocTpaHEHUE
J0CTyNa) K JAPYrdM KOMIIOHEHTaM CHUCTeM M CeTed WiIH
CMEXHBIM CHUCTEMaM U CETAM MOXKET BBINOJHATHCS B
HECKOJIbKO IIaroB ¢ MCHOJb30BaHWEM OJHOW Win Oonee U3
[IEPEUUCIICHHBIX BBIIIE TEXHUK, IIOKa HapyIIUTENb HE
JOCTUTHET IEJIeBOM CHCTEMbl WM He OyAeT BBIHYXICH
npuOETHYTh K APYTOW TAKTHKE ISl IPOJIOJKCHHUS aTaKH.

T9 | Coop wu BeBox wu3 | T9.1. loctyn k cucreme ans c6opa MHPOPMALUU U BBIBOJ
CUCTEeMbl WJIM  CETU | UH(pOpMalMu Yepe3 CTaHAApTHbIE MPOTOKOJbI YIPaBICHUS
uHpopManuy, (mampumep, RDP, SSH), a Takke wHcHoiab30BaHMe
HE0OXO0IUMOH JUIsl | MHQPACTPYKTyphl — TIPOBAMAIEPOB  CPEACTB  YAAJIEHHOTO
JAJbHEUIINX JACHUCTBUM | aIMUHUCTPUPOBAHUS.

IPU pealHu3aluu yrpo3

Oe3omacHOCTH
nH(popmManuu 1581071
peanzanuu HOBBIX
yrpo3

TakTnueckass 3amada: B
XOJIe pealu3alyu yrpo3
0e30macHOCTH
uHpopManuy,
HaPYIITUTEITIO
norpedoBaTbcs
TIOJTYYHUTh W BBIBECTH 32
rpeiesbl
UHQPACTPYKTYpHI
OoJIbIIIHE 00BEMBI
nHpopmanuy, u30exKaB
MIPH 3TOM OOHApPYKEHUS
WJIA POTUBOICUCTBUS

MOXET

IIpumep: UCHONIB30BAaHUE CPENCTB YAAJIEHHOTO YIIPABICHUS
RMS/teamviewer anst co3qaHus KaHaja CBS3H M YIIPaBICHUS
CKOMIIPOMETHUPOBAHHOM CHUCTEMOM co CTOPOHBI
3JI0YMBIIJIEHHUKOB.

T9.2. Joctyn k cucreme mis cobopa MHGOPMAIIMKU U BHIBOJ
nHpOpMalUd Yepe3 MCMIOJIb30BAHUE IITATHBIX CPENCTB
YAQJICHHOTO JOCTYIIA M YIIPABJICHHS OTIEPAITMOHHOM CHCTEMBI.

T9.3. BoiBox nH(pOpMaIMK Ha XOPOIIO U3BECTHBIE MOPTHI HA
BHELIHUX CEpBEpPax, pa3pelieHHbIE Ha MEKCETEBOM 3KpaHe
(SMTP/25, HTTP/80, HTTPS/443 u ap.).

T9.4. BeiBon uHpopmanuu Ha HeECTaHJApTHbIE MOPTHI Ha
BHEIIHUX CEPBEPAX, YTO B HEKOTOPBIX CIIydasx IO3BOJISIET
9KCILTyaTUPOBATh YSI3BUMOCTH CPEJICTB CETEBOM (PHIIbTpaluu
JUIst 00X0/1a ITHX CPEJCTB.

T9.5. OrnpaBka JaHHBIX 110 H3BECTHBIM IPOTOKOJIAM
YIIPaBJIECHUS U NEPENAYN JaHHBIX.

T9.6. OtnpaBka 1aHHBIX 110 COOCTBEHHBIM ITPOTOKOJIAM.

T9.7. TlpokcupoBanue Tpaduka Tmepenadd MAHHBIX JUIS
MAaCKUPOBKH TOJ03PUTEIILHON CETeBOM aKTUBHOCTH, 00X0/1a
MpaBWJI Ha MEXKCETEBOM OJKpaHE U COKPBITHS aJIpecoB
MHPPACTPYKTYpHl HApYIIUTENEH, ayOIupoBaHHE KaHAJOB
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CBs13U, 00(ycKanus U pa3zereHue Tpaduka nepegadn JaHHbIX
BO n30eKaHue OOHAPYKEHUS.

ITpumeprl: 1) wHcnonb3oBaHME CKOMIIPOMETHPOBAHHBIX
CUCTEM B TOW XK€ CETH, M1 KOTOpbIX MpaBwiamMu MO
paspeleH 1ocTyn B IHTepHET B KauecTBE IIPOKCU CEPBEPOB;
2) wucnonb3oBaHue wuHGpacTpykTypel cetu TOR  musa
MPOKCHUPOBAHUSL 3alpoOCOB K CepBepaMm yMpaBieHHs; 3)
HCIIOJIb30BaHKE OJJHOIO0 KOMMYHHKAIIMOHHOTO ITPOTOKOJIA JIsI
3ampoca, ¥ IPyroro - ;i OTBETA Ha 3aIpoc.

T9.8. TynnenupoBanue Tpaduka mepeaadydl JaHHBIX 4Yepes
VPN.

T9.9. TynuenupoBanue Tpaduka yOPABJICHUS B IOJA
3aIOJIHEHNS U JTAHHBIX CIYKEOHBIX IMPOTOKOJIOB, K TIPUMEPY,
TyHHEITUpOBaHUE Tpaduka YNpaBieHUS B MOJS JAHHBIX H
3anonHeHus nporokosioB DNS, ICMP unu npyrue.

T9.10. BeiBog umH(poOpMauu 4epe3 ChEMHBIC HOCHTEIIH, B
YaCTHOCTH, nepegayda JAHHBIX MEXIY
CKOMIIPOMETHPOBAaHHBIMUA  W30JMPOBAaHHOW CHUCTEMOH U
MIOAKIIOUYEHHON K IHTEpHET cuCTEMOW 4epe3 HOCHUTENH
nH(OpMalLIUY, UCTIOIb3yEMbIE Ha 00EHX CHCTEMAX.

T9.11. OtnpaBka AaHHBIX Yepe3 aJbTEPHATHUBHYIO CpEIy
neperayy JaHHBIX.

[Tpumep: BbIBOJ KOH(PHICHIHMATBHON HH(OpManuu uepes
CyOTUTpPBI BUICOPSAA, IEMOHCTPUPYEMOIO Ha BeO-caiiTe.

T9.12. [udposanue BBIBOJMMOM uH(popMauu,
UCIOJIb30BaHUE CTeraHOrpadu JIsi COKPHITUS (aKTa BbIBO/A
HnH}OpMaLIHH.

T9.13. BeiBoa undopMaiuu yepes npeaocTaBiIeHHe J0CTyIIa
K (QaiuioBpIM  XpaHWIWIIaM ©  0a3aM  JaHHBIX B
HHDPACTPYKType CKOMITPOMETHPOBAHHOM CUCTEMBI UJTH CETH,
B TOM YHCJI€ TTyTEM CO3/IaHHS HOBBIX YUETHBIX 3alUCEed WM
nepenaydl JaHHBIX ISl ayTeHTU(UKALUKW W aBTOPU3AIMH
MMEIOIINXCS YISTHBIX 3aIMUCEH.

T9.14. BoiBoa uHGOpMAIMK MyTEM pa3MeEIIeHNs COOOIIeHUM
w  GaiiioB Ha MyONMYHBIX pecypcax, JOCTYIHBIX JUIS
aHOHUMHOro Hapymmrens (dopymsl, (¢ailliooOOMEHHbIE
cepBuchl, (poTrodaHKHM, O0O0JIAYHBIE CEPBHCHI, COIMATHHBIC
CETH).

[Tpumeuanue 18: COOp M BBIBOJ M3 CUCTEMbI WIHM CETH
nHpopManuu, HeoOXO0AUMOM IS JATBHEHIIINX JCHCTBUN TIPH
peanu3anuu  yrpo3 0e30macHOCTH  HMHGMOPMAIMM  WIIH
peayiv3allii  HOBBIX YIpPO3 MOXKET  BBIMOJHATHCS  C
MCIOJIb30BAHUEM OJTHON MITH O0JIee 13 MePEUHCICHHBIX BBIIIE
TEXHUK JJI1 pealu3allid pe3epBHBIX KaHAJIOB BHIBOJA
uHpOopMalUH.

T10

HecaHKIImOHMpPOBaHHBIN

JOCTYII u (vm)
BO3JICUCTBHE Ha
MH(pOPMalOHHbIE

pecypcbl Wi

KOMIIOHCHTBI CUCTEM H

T10.1. HecaHKuMOHUPOBaHHBIM JOCTyn K HHGOpMAIUU B
namsTH CcHCTeMbl, (hailoBoil cucreme, 0a3zax JaHHBIX,
PENO3UTOPHSIX, B IPOIPAMMHBIX MOJYJISIX M IIPOIUIUBKAX.

T10.2. HecaHKIIMOHMPOBAaHHOE BO3JEHUCTBUE HA CHUCTEMHOE
nmporpaMMHOE  o0ecredeHue, ero KOHPUTYpalui U
napaMeTpsl JOCTyHa.
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CceTel, NPUBOJAIINE K
HEraTUBHBIM
IIOCJIICACTBUAM

TakTuueckas
JIOCTHKECHHE
HapyLIUTEIEM
KOHEYHOM Leu,
MIPUBOJISIIEE K
peanuzanuu
MOJEIIUPYEMOM  yTPO3bI
u MIPUYUHEHUIO
HEJIOIYCTUMBIX
HETaTUBHBIX
MOCJIEICTBUI

3ajga4da.

T10.3. HecankunonupoBanHoe BO3JICHCTBUE Ha
MpOrpaMMHBIE ~ MOJYJIM  TNPHUKIATHOTO  MPOrPAMMHOIO
obecneucHus.

T10.4. HecankimonupoBanHoe BO3JICUCTBHE Ha

MPOrpaMMHBIA KO/, KOH(PUTYpaluio U mapameTphbl JT0CTyIa
IPUKJIAIHOTO IPOrPaMMHOI0 00ecieyeHusl.

T10.5. HecankmonupoBanHoe BO3JICHCTBUE Ha
MPOrPaMMHBIH KO/, KOH(PHUTYpaIMIO U TapameTpbl JOCTyIa
CUCTEMHOT'0 TPOrPaMMHOTO 00eCIICUeHUSI.

T10.6. HecankimonupoBanHoe BO3JICUCTBHE Ha
MPOrPaMMHBIN KOJI, KOHPUTYpallMI0O U TapaMeTphl JOCTYIIa
MIPOIIMBKU YCTPONCTBA.

T10.7. Tlommena wuHpopManuu (HAIpUMEp, TUIATEKHBIX
PEKBU3UTOB) B MaMATU WK UHPOPMAIUH, XPAaHUMOU B BUJE
¢aiinos, nHpopMmammu B 0a3ax NaHHBIX U PEMO3UTOPHSIX,
nHpOpMallUd HA HEPa3MEUEHHBIX O0JacTAX JHUCKOB U
CMEHHBIX HOCUTEJICH.

T10.8. Yauuroxxenue nadopmanuu, BKIrodas HHOOPMALIUIO,
XpaHUMYI0 B Buje (ailioB, HHPOpMAIUIO B 0a3aX JTaHHBIX H
PENO3UTOPHIX, HHPOPMAIIMIO Ha HEPa3MEUEHHBIX 00JIaCTAX
JIMCKOB M CMEHHBIX HOCHUTEJICH.

T10.9. Job6aBnenne wuHpopManuu (Hampumep, nedercuHr
KOPIOPATHBHOTO MOpTaa, MyOIMKaIUs JIO)KHOH HOBOCTH).

T10.10. Opranuzamus oTKa3za B 0OCITYy)KMBAaHUU OIHON WIIH
HECKOJIbKUX CUCTEM, KOMIIOHEHTOB CUCTEMbI MJTH CETH.

T10.11. HeueneBoe ucnoyib30BaHNE PECYPCOB CUCTEMBI.
[Tpumepsr: 1) opranuzanuss MaHUHTOBOW IUTaTHOPMEI; 2)
opraHusanus miaTopMsbl JUIsl OCYIIECTBICHHS aTaK OTKa3a B
00CTyKMBAaHUU HA CMEXHBIEC CHCTEMBI M CETH.

T10.12. HecanknmonupoBanHoe BO3JICHCTBUE Ha
aBTOMATHU3MPOBAHHBIE CUCTEMBI YIIPABJICHUS C LIENbIO BBI30BA
OTKa3a WM HapylleHus: QYHKIUHA yrnpaBiaeHUs, B TOM YHCIIE
Ha ACY KpUTMYECKHM BaXXKHbIX OOBEKTOB, MOTEHLUAIBHO
ONaCHBIX 00BEKTOB, 00BEKTOB, MPEACTABISIOIINX
MOBBIIIEHHYIO ONACHOCTh ISl JKU3HHM U 370POBbS JIIOJEH U
JUISL OKPY’KAOIIENH TPUPOTHON CPENIbl, B TOM YHCIIE OMACHBIX
MIPOU3BO/ICTBEHHBIX OOBHEKTOB.

[Ipumepsr: 1) Bo3delicTBME Ha aBTOMAaTU3UPOBAHHBIE
CHCTEMBI YIpaBJeHHUS OOBEKTOB TPAHCHOPTA; 2) yJIaJeHHOE
BO3JICHICTBUE Ha LHUQPPOBBIE CHCTEMBl U TEPBUYHOE
o0opy0oBaHue 00BEKTOB AJIEKTPOIHEPI€TUKH; 3)
BO3JICHICTBUE HA CHUCTEMbl YIPABIEHUS TEXHOJIOTMYECKUM
POIIECCOM HE(PTEXUMHUUECKOT0 00BEKTA.

T10.13. HecanknmonnpoBanHoe BO3/ICHCTBHE Ha
ABTOMATU3HPOBAHHBIE CUCTEMBI YIIPABIICHUS C LIEJIbIO BEI30BA
OTKa3a WM TNOJOMKU oOopynoBaHus, B ToM uucie ACY
KPUTHUYECKH BaXKHBIX OOBEKTOB, IMOTCHIIMAIBLHO OMACHBIX
00BEKTOB, 0OBEKTOB, TPEICTABIISIONIMX MOBBIIICHHYIO.

T10.14. OtknroyeHHE CHCTEM M CPEICTB MOHUTOPHHIA H
3aIUTHl OT YIPO3 MPOMBINUICHHOM, (PU3UIECKOM, TT0’KapHOM,
9KOJIOTHYECKOH, paallMOHHONW O€30IMacCHOCTH, UHBIX BUIOB
0€30MaCHOCTH, B TOM UYHCJI€ KPUTHUYECKH BaXKHBIX OOBEKTOB,
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MOTEHIIMAIBLHO OITaCHBIX 00BEKTOB, 00BEKTOB,
IIPEACTABIISIONIMX MOBBIIIECHHYIO ONACHOCTh Ul JKU3HHU U
3I0POBBS JIIOJEH U JJI1 OKPYXKAIOLIEH IPUPOJHON CpeEnbl, B
TOM YHCJIE€ OMACHBIX IPOU3BOACTBEHHBIX OOBEKTOB.

T10.15. Bo3naeiictBue Ha MHGOPMAIMOHHBIE PECYpCHI Yepe3
CUCTEMbl paclo3HaBaHUSl BU3YaJIbHBIX, 3BYKOBBIX 00pa3oB,
CUCTEMBI TEOTO3UIIMOHUPOBAHUS W OPUCHTAIHMU, JATYUKU
BUOpalMK, TpoOYHMe AATYUKU U CHUCTEMBI IMPeoOpa3OBaHUS
CUTHAJIOB (pH3M4eCKOro MuUpa B U(POBOE MPEICTABICHUE C
LEJIbI0 MOJHOTO MM YaCTUYHOTO BBIBOJIA CHCTEMBI U3 CTPOS
WJTM HECAaHKIIMOHUPOBAHHOTO YNPABIICHUS] CHCTEMOM.
[Ipumepsr: 1) HaHeceHHWE  HEJNETUTUMHOM  pa3METKH
JIOPO’KHOTO TIOJIOTHA C IIeNIbI0 BBI30Ba COOS CHUCTEMBI
ABTOMATHUYECKOTO yIpaBlIeHUs aBTOMOOHIIEM; 2)
HCIIOIb30BaHUE CHeIUaTbHBIX CUMBOJIOB B
WISHTU(DHUKAIIMOHHOM  3HaKe  (U3UYECKOTO  OOBEKTa,
pacro3HaBaeMOM KaMepaMu BUICOHAOJIIOICHHSI.

[Tpumeuanue 19: HecaHKUMOHUPOBAHHBIA JOCTYN M (MIIH)
BO3CHiCTBME HAa  HMH(OPMAIMOHHBIE  PECYpChl  WIH
KOMIIOHEHTBI CHUCTEM U CETEH, MPUBOJALICE K HEraTUBHBIM
MOCJIEACTBUSAM IIpU  peali3allud  yrpo3 0Oe30MacHOCTH
uHbOpMAllMM WM peain3allud HOBBIX YIPO3, MOXKET
BBIIIOJIHATBCS € HCIOJB30BaHUWEM OJHOM wiu Ooisee u3
IIEPEUUCIICHHBIX ~ BBIIIE  TEXHUK I IIOBBIIICHHUSA
3¢ (HEKTUBHOCTU BO3JEUCTBUS C TOUKH 3PEHUS HAPYLIUTEIS
WIM s peaju3aliy HECKOJBKMX TUIIOB BO3JCHCTBHS Ha
aTaKyeMYIO CUCTEMY.

9. OmnpenejieHne aKTYaJIbHBIX YIPO3 6€30NMACHOCTH NepcoHAIbHBIX JaHHbIX B UCII/IH

AKTyanbHOM CUMTaeTcsi yrposa, KoTopass MoxkeT ObITh peanu3zoBaHa B VMCII[H u mpencrasiser

onacHocTh 1st [1/1H.

AKTyaJIbHOCTB YIPO3bI OIIPCACIIACTCA CIICAYIOIIUMU ITapaMETpaMu:

- ypoBeHb ucxoaHoi 3amuienHoctu UCI/H;

- YacToTa (BepOSTHOCTH) peali3allii pacCMaTpUBAEMON yTPO3bI.

[Tong ypoBHem wucxomgHow 3amumieHHOCTH WCII[lH moHuMaercs 0OOOIIEHHBIH IMOKa3aTelb,

3aBUCSAIIMNN OT TEXHUYECKUX U SKCINTYaTAalIUOHHBIX XapPaKTCPUCTUK I/ICHI[H

IMoka3aTenu ucxoanoi 3amumenaocTu UCI/In

No [TapameTp 3HayeHue YpoBeHb
3alIMIIEHHOCTH
1. TeppuropraibHOE pa3MeleHne Kopnoparushnas pacnpeneneHHas BBICOKHM
HCII/In, oxBaThIBaroIass MHOTHE

MOJpa3/IeJICHNs] OJTHOW OpraHu3aluu

2. Hannune coequnHeHuii ¢ ceTsiMu UCII[Ix, nMeronias 0 fHOTOYCYHEIN BBICOKHH
00IIero Mnojab30BaHUs BBIXOJI B CE€Th OONIETO MOJIb30BaAHUS

3. BcerpoenHsle (1eranbHble) 3anuch, COpPTUPOBKA, yAaJICHHUE CpPEeIHUM

OTICpAIlMH C 3alKUCsIMHU 0a3
MEPCOHAJIBHBIX TAHHBIX
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4. Pasrpannuenue nocrymna k NCTI/IH, k KOTOpOH UMEET 1OCTYI CpPEeIHUM

NEPCOHAIBHBIM JJTAHHBIM OIpeJIeJIEHHBIN TIepeueHb
COTPYJIHUKOB OpraHHU3aliH,

siBistroerics Biaaaenbiem MCIIH,

1160 cyonekT 11
5. | Hanwuwme coequHeHU# ¢ APyTUMHU NCII/H, B KOTOpOI UCIOJIb3YETCSA BBICOKUH
6azamu I[1/1n nasix UCII/H onna 0aza [1JIn, npunaexamas
OpraHu3aIy - BIaAEIbIly JaHHOU
NCIIn
6. YpoBeHb 000011ICHHS UCII/IH, B KOTOpOI npenocTaBisieMble CpeaHuUiA
(o6e3nmmuuBanus) [1/1xH MOJIb30BATENIO JaHHBIC HE SBIISIOTCS

0€3TMYCHHBIMH (T.€. IPUCYTCTBYET
uH(pOpMAaIIKs, TIO3BOJISIONIAST
uneHTuunupoBath cyobekra [1]1H)

7. O6nbem [1/1H, koTOpBIE NCTIIH, HE npeaoCTaBIISIONINE BBICOKU I
MPEA0CTaBIIAIOTCS HUKaKoW uHpopMauu
CTOPOHHUM T0JIb30BATEISIM
HCIIIn 6e3 npenBapuTeaIbHOM
00paboTKn

3HAYEHUIO0 YPOBHS 3alIMUICHHOCTH «BBICOKHI» COOTBETCTBYIOT 4 XapaKTEpUCTHKH, 3HAYCHHUIO
ypoBHs «Cpemauity - 3 XapakTepuCTHKU. TakuM o0pa3oM, YUCIOBOH KOI(D(PHIIMEHT HCXOIHOM
sammmenHocty MCIIJJn Y1 cooTBeTcTByeT 3HA4eHHI0 S5 - CpedHsAs CTElEeHb HCXOJHOMN
3aLUIIEHHOCTH.

B Tabnuie Huke npuBeAeHb AaHHbIE 00 OIEHKE aKTyalbHOCTH yrpo3. [mst xaxmoll yrpossl
OTIpe/IeIIieTCs] BEPOSTHOCTD peain3alii yrpo3sl Y2 U COOTBETCTBYIOMINN KO (ULIMEHT:

0 - 1t MaNoOBEPOSITHOH yIpo3bl;

2 - U1 HU3KOH BEpOSATHOCTH YIPO3bI;

S - 1715 CpeiHEN BEpOSITHOCTU yTPO3bl;

10 - 11 BBICOKOI BEPOSITHOCTH YTPO3HI.

C y4eToM 3TOTO peain3yeMOCTh KaXXI01 yrpo3bl Y pacCUUTHIBAETCS IO popMyIie:

Y = (YI+Y2)/20.

[To 3Hauenuto koxdpuIeHTa peaanuzyeMocTy yrpo3sl Y popmupyercs BepOaibHas HHTEPIIpeTalus
pearn3yeMoCTH Yrpo3bl CIEAYIOUMM 00pa3oM:

eciu 0<7<0,3, TO BO3MOXHOCTb peaIM3ali YTPO3bl IPU3HAETCS HU3KOW;

eciu 0,3<7 <0,6, TO BO3MOXHOCTh PeaTn3alliy yIpo3bl IPU3HAETCS CPEIHEN;

ecin 0,6<I" <0,8, TO BO3MOXHOCTb peaIn3allii YIrpo3bl IPU3HAETCS BBICOKOM;

ecin Y <0,8, TO BO3MOKHOCTb peajln3allii yrpo3bl IPU3HAETCS OYEHD BHICOKOM.

Janee oreHUBaeTCAd OMACHOCTh KaKI0W yrposbl. IIpm oOlleHKE OMAacHOCTM Ha OCHOBE OMpoca
AKCIIEPTOB OMPEIEAETCS BepOATbHBIN MMOKa3aTeNbh OMAaCHOCTH A1 paccmaTpuBaeMoi CII/IH.

OTOT MOKa3aTelb HMEET TPHU 3HAYCHUA:
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HU3Kas OMAaCHOCTh - €CIIM peajn3alusi yrpo3bl MOKET MPUBECTH K HE3HAYUTEIHHBIM HETaTUBHBIM
MOCIIEACTBHSM ISl CYOBEKTOB MEPCOHATBHBIX JTAHHBIX;

CpEeIHsIS OTIACHOCTb - €CIIU pean3alus yrpo3bl MOXKET MPUBECTH K HETATUBHBIM MOCIEACTBHSIM IS
CyOBEKTOB MEPCOHATBHBIX JAHHBIX;

BBICOKAsl OTMIACHOCTh - €CJIM PeaM3allds yrPo3bl MOXKET MPUBECTH K 3HAYMTEIIbHBIM HETaTUBHBIM
MOCIIEACTBHSAM JIJISl CYOBEKTOB IMEPCOHATBHBIX TaHHBIX.

3areM OCyIecTBISETCs BRIOOP M3 00mIero (IpeaBapuTeIbHOr0) MepedHs yrpo3 0e30MacHOCTH TeX,
KOTOpbIE OTHOCATCS K akTyaidbHbIM st gaHHod WCII[IH, B COOTBETCTBMU C IpaBUIIaMHU,

MPUBEIEHHBIMU B TA0JIUIIE HUKE.

Bo3mokHOCTH IToka3aTesb ONACHOCTH YIPO3bI
peau3anuM yrpo3bl Huskasn Cpenuss Bricokas
Huskas HEaKTyaJbHas HEaKTyaJbHas aKTyaJbHas
CpeI[H?[?[ HCAKTYyaJIbHAaA aKTyaJIbHasd aKTyaJiIbHasd
Beicokast aKTyaJIbHast aKTyaJbHas aKTyaJbHas
OueHb BbICOKas aKTyaJIbHast aKTyaJbHas aKTyaJbHas

CocraB yrpo3 onpezenén cienyromum oopazom. Ha ocHoBe «ba3oBoit Mmojenu yrpo3 0e3omnacHoCcTu
NEePCOHAIBHBIX JAHHBIX NMPH UX 00paboTKe B MHPOPMALMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX)»
YCTaHOBIIEHA THIIOBasi MOJENb Yrpo3 Oe3omacHocTH, akrtyaipHas miusi WII T'opn Haranbu
EBrennesnbl: Tunosas Mozenb yrpo3 0€30MaCHOCTH NMEPCOHANIBHBIX JaHHBIX, 00pabaThIBaeMbIX B
pacripeielIeHHbIX HH()OPMAIIMOHHBIX CUCTEMaX MEPCOHATIBHBIX JAHHBIX, UMEIOLINX MOAKIIOUEHHE K
CeTsIM CBSA3M 00IEro NOJIb30BaHUs U(MITH) CETAM MEXTYHAPOAHOTO HHPOPMALMOHHOT0 oOMeHa. s

JTAHHOM THIMOBOW MOJIEJIM BO3MOKHA pean3alus cleayomux yrpo3 6ezonacuoctu [1/1H:

Tabauna yrpo3 u uX XapakTepuCTUKHU

HaumeHnoBanue yrpo3sl ‘ BepositHocTh Y2 ‘ Peanuzyemocts Y ‘ OmnacHocTh ‘ AKTyaJbHOCTh

Yrpo3bl yTeukd HHQOPMALIMK IO TEXHUYECKUM KaHaJam
VYrpo3bl YTEUKH | MaJIOBEPOSITHO Huskasg (0,25) HU3Kas HeaKTyaJbHas
aKyCTHYECKOI 0)
(peueBoif) nHPpOpMALIUU
Yrpo3sl YTE€UKU | MAJIOBEPOSTHO Huzkas (0,25) HU3Kas HEaKTyasIbHast
BuioBoi mHpopmarmu | (0)
VYrpo3st YTEUKH | MaJIOBEPOSITHO uuskas (0,25) HU3Kast HeaKTyaJlbHas
uHdopmarmu 1o kaxany | (0)
[IOMUH

Yrpo3et HCJI x [1/1n Henocpencrsenno B MCITJIH

Yrpo3bl, peasini3yeMble B | MAJIOBEPOSTHO Huzkas (0,25) cpenHss HEaKTyaJbHast
X071e 3arpy3ku | (0)
OnepalvOHHOU
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CHUCTCMBbI n

HaIlpaBJICHHbIE Ha
nepexsar naposie uin
UACHTU(DUKATOPOB,

Moaudukanuo 6a3oBon
CHCTEMBI BBOJIa/BBIBOJIA
(BIOS), nepexBaT
yIpaBJICHUS] 3arpy3Koi

Yrpo3bl, peanusyembie
nocine 3arpy3Ku
OnepauoOHHON
CUCTEMBbI u
HaIlpaBJICHHBIC Ha
BBITIOJTHEHHE
HECaHKLOHUPOBAHHOTO
JocTyna c
PUMEHEHUEM
CTaHJIAPTHBIX (DyHKUIUN
(YHUYTOXKEHHUE,
KOIUPOBaHUE,
IepeMeleHue,
dbopmaTupoBaHKE U T.II.)
OINepalMOHHOM
CUCTeMBl WJIH KaKoOMi-
oo MPUKIIATHOM
pOTpaMMBl, ¢
MPUMEHEHHEM
CHelHaTbHO CO3JIaHHBIX
JUTSL BBITIOJTHEHHSI

HCJI nporpamm

MaJIOBEPOSITHO

0)

Huzkas (0,25)

cpenHss

HEaKTyaJbHas

Yrpo3sl BHEJIpEHUS
BPEIOHOCHBIX
IporpamMm

CpemHss
BEPOATHOCTH (5)

cpennsis (0,5)

HU3Kas

HCaKTyaJIbHasA

CereBble yrpo3bl

Yrpo3sl "AHanuza
cereBoro Tpaduka" ¢
NepeXBaToOM
nepeaaBaeMoi 1o cetu
uH(bopMaluu

HU3Kas
BEPOSATHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJlbHas

VYrpo3sl BBISIBJICHUS
napoJieit

HU3Kast
BEPOSATHOCTH (2)

cpennsis (0,35)

cpeaHsis

AKTyaJIbHasA

Yrpo3sl YIAAJIEHHOIO
3anmycKa NPHJIOKEHHUI

HU3Kast
BEPOSATHOCTH (2)

cpennsis (0,35)

cpeaHsis

AKTyaJIbHasA

Yrpo3pl BHEApEHUs IO
ceTu BPEIOHOCHBIX
porpaMm

HU3Kas
BEPOSATHOCTH (2)

cpennsis (0,35)

HU3KadA

HCAKTYyaJIbHaA

YTpo3bl U3 BHEIIHUX CETEU

Yrpo3sl "AHanuza
cereBoro Tpaduka" ¢
epexBaToOM

HU3Kast
BEPOSITHOCTH (2)

cpennsis (0,35)

cpenHsis

aKTyaJibHas
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repeaBacMon BO

BHEIIHHE CeTH U

IIPUHUMAEMOH U3

BHEIIHUX cere

uHpopManuu

Yrpo3bl CKaHUPOBaHHUS, | MATIOBEPOSTHO Huzkas (0,25) HU3Kast HEaKTyaJbHas
HarpaBJICHHBIC na | (0)

BBISIBJICHHE TUIA

ONEpPallMOHHOW CUCTEMBI

APM, OTKPBITBIX

NOPTOB U CIyXO,

OTKPBITBIX COEAMHEHUN

U JIp.

Yrpo3sl BBISIBJICHHSI | HU3Kas cpenusis (0,35) cpenHsis aKTyaJlbHas
napoJien BEPOSATHOCTH (2)

Yrpo3sl MIOJIy4EHHUS | MaJOBEPOSITHO Huskas (0,25) HU3Kas HeaKTyallbHas
HC nyrem mnoamensi | (0)

JIOBEPEHHOTO

00BeKTa

Yrpo3sl thna "OTka3 B | HU3Kas cpenusis (0,35) cpenHss aKTyajbHas
o0cayxuBaHuun" BEPOSATHOCTH (2)

Yrpo3sl yAaJE€HHOTO | MaJOBEPOSITHO Huskas (0,25) HU3Kas HeaKTyallbHas
3aIrycKa MPUJIOKEHUH 0)

Yrpo3sl BHEAPEHUS MO | CPEAHSS cpenusis (0,5) cpenHsis aKTyaJlbHas
ceTu BPEJIOHOCHBIX | BEPOSITHOCTH (5)

porpamm

10. MeponpusiTusi 1o NpeAOTBpaleHUI0 yrpo3 0esonacuoctu I1/{n

Ne AKTyalbHbIE YTPO3bI

Meponpusitus o NpeJoTBPaIIEHUI0 YyIpo3

CereBble yTpo3bl:

VYrpo3sl "Ananuza cereBoro Ttpaduka"' c
nepexBaToM
uH(popMaluu; YTpo3bl BEISBICHHS MTapoJiei;
VYTpo3sl yAaleHHOr 0 3amycKa IpUI0KEeHHH;
Yrpo3sl W3 BHEUIHUX CETEU: YTPO3bl

nepenaBaeMoﬁ Io CCTHU

"AHanu3a ceTeBoro Tpaduka’ ¢ mepexBaTom
rnepefaBaeMod  BO  BHENIHWE CETH H

NIPUHUMAEMOM M3  BHEIIHUX  CETeH
uH(popMalnu; YTpo3sl BhISIBICHUS TapoJiei;
VYrpo3sl Thma "OTka3z B 00cayXHBaHUU'",
Yrpo3bl BHEApPEHUs MO CETH BPEIOHOCHBIX

IIPOrPaMM.

Peanu3anus cucteMsl ¢ yCTaHOBIEHHBIMU TSI
nepeaadu

UH(OPMALIUU OIPAaHUYEHHOTO JI0CTYTa
CepTUPHUIMPOBAHHBIMU MEXaHU3MaMHU
3anuThl, Hanpumep, ViPNet u npyrux,
OTBEYAIOIIUX TpeOOBaHUAM OE€30MaCHOCTH
uH(popManun B
®enepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-

COOTBETCTBUH C

@3 «O nepcoHaNbHBIX TAHHBIX.

VYrpo3sl 6e3onacHoctu I1/[H mpu oOmene
I1/TH c BHENTHUMU OpTraHU3ALMIMUA U

OIpa3eIICHUSIMU
UH(POPMALIMOHHBIE CUCTEMBI.

KOMITaHHUH qgepes3

Opranuzanus goctyna pabOTHUKOB

UII I'opn Haranbn EBreHbeBHBI K cucTeMam,
PEKOMEHIOBaHHBIM JJIA [Iepeadn

B JIEKTPOHHOM BH/JIe HHPOpMAIIH,
cozepxKaue
Bpemennsie MeponpusaTHs:

NEpCOHAIBLHBIC JaHHBIC.
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1. [lepenaya DOKYMEHTOB, COJEpPKaIINX
[11n, uepe3 EAC]I ¢ o0s13aTenbHO# MOMETKOM
«OrpaHuyYeHHBIN AOCTYID».

2. [Tepenaua [1]1n Ha CHEMHBIX
MalllMHHBIX ~ HOCHUTENSAX HHpopManuu ¢
cobOmoieHreM  TpeOOBaHWNM  HOPMATHUBHBIX
nokymentoB UIT I'opn Haransu EBreHbeBHBI
no uH(OPMAMOHHON 0e30MacHOCTH U
JIEIONIPOU3BOJICTBY.

VYrpo3a oTcyTCTBUS OJIOKHUPOBKHU
YYETHOW 3aIHiCH MIPH MOKUJaHUH
pabouero Mecta pabOTHUKOM

1. YcraHOBUTh NEPUOAMYHOCTD CMEHBI TAPOJIS
YYETHOU 3aIIUCH.

2. IlpoBectn oOydeHue pabOOTHUKOB O
HE00X0IMMOCTH OJIOKUPOBKHU YUETHOM 3aMuCU
IpU MOKUAAHUU paboyero mecra 6ojee ueM Ha
5 MUHYT WJIM NPU OTCYTCTBUHM 3PUTEIBHOTO
KOHTpPOJISI JOCTYyNa IOCTOPOHHEro JIMIA K
YYETHOU 3aIIUCH.

3. IlpoBectn oOydeHue pyKOBOAMTEIEH O
HEOOXOJUMOCTH  KOHTPOJISL  OJIOKUPOBKH
YYETHOH  3alucH pabOTHUKaMU  NpHU
HOKHJIaHUH paboyero MecTa.

33




JIucTt o3HakomuieHnsi ¢ Moiesibi0 yrpo3 0e30MacHOCTH NEePCOHAJILHBIX TaHHBIX B

HH(l)OpMaIIHOHHOﬁ CUCTEME NTIEPCOHAJTBHBIX JAaHHBIX

/o

®UO paboTHHKa

Jara

O3HAaKOMIJICHHUA

IMoamuce

paboTHHKA

34




